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The paper reviews the factors defining excessive growth of the information in medicine. The 

specific peculiarities of medical data are investigated; the essence of Big Data phenomenon and 

its potential in electronic medicine are defined. Big Data applications are systematized, and their 

capacity for the support of medical and diagnostic, and management decisions is shown. 

Advantages of Big Data-analytics in this sphere are indicated in the context of development and 

transformation of medicine. The challenges, limiting the usage of Big Data in medicine, and the 

standpoint directions of its application in the given subject field are specified. 
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Introduction 
With the emergence and rapid development of information and communication and network 

technology, the world is confronted with an avalanche increase of the information received in a 

society called the "information explosion" [1]. The volume of generated information is growing 

exponentially, and today, approximately 90% of the data in the world has been created in the last 

two years [2]. In accordance with a new study Digital Universe, conducted by the research firm 

International Data Corporation (IDC) [3], by the next 8 years, the volume of data throughout the 

world is predicted to reach 40 zettabytes. This means that 5,200 gigabytes of data will be accounted 

for each person on the Earth. At the same time, IDC estimates that today less than 1% out of all 

available information has been analyzed, and at least, 20% has been protected. 

Unprecedented growth of information, only a tiny part of which is used worldwide, demonstrates 

an understanding of the indisputable fact that the effective use of the increasing amount of information 

should be one of the greatest scientific and technical challenges of the XXI century [4]. 

Medicine is one of the industries that historically has been generating a large amount of data, 

traditionally managed by accounting, compliance with regulatory requirements and criteria for the 

quality of services delivered to the patients [5]. At the same time, medicine belongs to the category of 

spheres of activity, which most lagging on a number of client-oriented industries (banking, retail, etc.) 

for the use of IT and, accordingly, Big Data. For the first time, medicine information technology was 

applied in the 60's of the previous century to collect and process large amounts of different statistics. 

However, the amount of medical data has been significantly increased only during the last 15-20 years, 

due to the transition to digital format. Despite storing a large part of the medical data in paper form, 

the tendency of rapid digitization has facilitated the accumulation of terabytes of data [4]. According 

to some estimations, the volume of medical data in 2012 reached about 500 petabytes [6]. Recent 

studies show that more than 30% of all data stored in the world is represented by medical information, 

and in the future, this share is expected to rapidly increase [7]. According to forecasts, by 2020, the 

amount of medical data will reach 25,000 petabytes [8]. 

Huge streams of medical data provide great opportunities for the development of methods 

and applications for expanded analysis of the latter. Indeed, the real value of this stream can only 

be understood in the case of promoting the information extracted from the data to improve the 

quality of medical services [9, 10]. 

This paper aims at studying the potential of Big Data phenomenon in medicine as the means 

of improving the quality of the healthcare services through the possibilities of analytical support 

of medical and diagnostic, organizational and administrative decisions. 
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Key elements that define the information explosion in medicine 

According to [11] medical data is mainly generated due to the following three key elements: a 

set of personal Electronic Health Records (EHR), biotechnology, which laid the foundation of 

personalized medicine, and research and development (R & D). This list is supplemented by two more 

indisputable key elements that ensure the generation and rapid growth of information, which includes 

advanced information and communication technologies (ICT) and the Internet. 

EHR (electronic health record) [12] integrates electronic personal health records related to one 

person, collected and used by several health organizations. In the Russian literature, an analogue of 

EHR is integrated electronic card of patient (IECP) [13]. In fact, IECP consolidates personal medical 

records of the patient accumulated in electronic health cards (EHC) of separate healthcare 

organizations. The term EHC is an analogue of the international term Electronic Medical Record 

(EMR), and it is an electronic version of the patient's history. 

Biotechnology, which caused a boom in molecular medicine, has stimulated the rapid growth of 

the volume of data, in particular personal genome, in biology and medicine. Further development of the 

science and technology has led to exponential decrease in the cost of genome-wide analysis, and has 

contributed to the explosive growth of data specific to a particular individual. Therefore, in 2012. The 

cost of decoding the human genome sequence fell below 1000 dollars, whereas in 2003, this figure was 

about 40 million dollars. As a result, this procedure became available to the masses [14]. Since the failure 

of gene structure is one of the causes of any disease, the gene therapy can enhance the effectiveness of 

the prescribed treatment by reducing the negative effects on the body. With the help of Big Data 

technologies, human genetic code can be compared to other medical conditions, and it is possible to 

exactly find out how their genes correlate with diseases. The study of the genetic characteristics of an 

individual is one of the fundamental elements of personalized medicine, the main purpose of which is 

the providing a certain drug to a particular patient in appropriate doses and at a particular time [15, 16]. 

Big Data Sources also include other biometric data, such as scanned fingerprints, handwriting, 

retina, X-ray and other medical images, and the values of vital signs (blood pressure, pulse, etc.). 

(R&D). Medicine refers to one of those areas where a rapid development of science and 

technology is observed, and the results of scientific discoveries and developments are manifested quite 

clearly. The world is now facing a new challenge as an exponential growth rate of medical knowledge 

discoveries. Today, available biomedical literature catalogs include more than 18 million articles, with 

more than 800 thousand of them were cataloged in 2008. The rate of replenishment of medical literature 

doubles every 20 years, and since 2012, the number of annual revenues has exceeded 1 million [17]. 

An analysis of the dynamics of past 150 years, during which the effects of industrialization and 

information explosion manifested most acutely, shows that a typical doctor of general aid should be aware 

of about 10 thousand of diseases and syndromes, 4 thousand drugs, among which there are more than 2 

thousand interactions, which define the possibility of sharing, and 1,1 thousands of laboratory tests [18]. 

Processing technology of large data can assist in the systematic analysis of unlimited volumes 

of multi-type medical information. 

ICT and the Internet. Uninterruptedly growing rate of introduction of ICT in medicine does not 

only give a powerful impetus for change in this area, but also becomes the key tools in its transformation. 

This is accompanied by the rapid development of ICT itself. On the one hand, followed by the emergence 

of new platforms, hardware and software, network technology, models of data acquisition, storage, 

processing and analysis, on the one hand, emerging new sources of information generation. 

Certainly, the Internet is an important source of health information, providing people with 

previously unavailable possibility of acquiring knowledge about diseases and medicines, diagnosis 

clarifying, the search as an effective treatment and as a physician of certain specialty, etc. According 

to the survey carried out in 2010 by the international consulting and marketing agency Manhattan 

Research LLC, the half of the patient-respondents surveyed the use of the Internet to search for medical 

information on health, diseases and their prevention, medicines, and etc. [19]. At the same time, 9 out 

of 10 patients make decision on their own treatment, based on data from the network. At once, the 
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Internet plays a role of basic infrastructure in the generating processes, and in a reliable and secure 

transmission of medical information. 

According to Cisco, in 2012, third of 2.8 zettabyte of transmitted information was accounted for 

the data automatically generated by the equipment and devices connected to the Internet or to the Internet 

of things. Cisco IBSG forecasts that, by 2020 50 billion devices will be connected to the Internet, despite 

the fact that these prognoses do not take into account the rapid development of the Internet technology 

and devices [20]. Besides the development of the Internet of Things and its further evolution, namely the 

Internet of Everything, which enables machine-to-machine (M2M), there is another powerful source of 

data generation [21]. This is an availability of networked portable devices (remote sensors and sensors 

of physical activity, diagnostic tools of public use, and etc.) [22], monitoring the status of patients’ health. 

Adjustable electronic sensors produce millions of transactions per second, and therefore, reliable solution 

is required that can convert, save and work in real time. Certainly, it is possible with big data technologies. 

The rapid development of mobile wireless communication and applications has stimulated the 

development and distribution of the methods of their innovative application to address the priorities of 

medicine and healthcare. This has led to the formation of a new field of e-health, known as Mobile 

Health (mHealth) [23]. According to the International Telecommunication Union (ITU), today, the 

number of wireless subscribers is reaching 5 billion people in the world, and over 85% of the world's 

population is in the coverage of commercial wireless network signal [24]. A large part of the data 

produced in the period from 2012 to 2020, will not be generated by people, but by various types of 

devices in the course of their interaction with one another and with data network (sensors, smart 

phones, radio frequency identification devices (RFID), satellite navigation systems etc.) [25]. 

Definition and essence of the concept of "Big Data" in medicine 

Before turning to the study of the concept of Big Data in the context of e-health, the 

definition of the term should be explained? 

Analysis of the literature shows that, today, the term Big Data has no strict and universally 

accepted definition. According to [26], Big Data is the set of so voluminous and complex data sets that 

its handling with traditional tools in a reasonable time is quite difficult. McKinsey Institute [4] reports 

that the term Big Data means a set of data a size of which is beyond the capabilities of typical database 

for the collection, storage, management and analysis. Currently large-scaled data is considered a 

volume of which reaches 1terabyte (1 terabyte = 1024 gigabytes) or more. Big Data is usually 

measured with the terms as "terabytes, petabytes, exabytes, etc." (1exabyte = 1 billion gigabytes). The 

report submitted in August 2012 in the US Congress, proposed the following definition: Big Data is 

the large volumes of data of high velocity, complex, and variable data that require advanced techniques 

and technologies to enable the capture, storage, distribution, management and analysis of the 

information" [10]. Another definition of the term is given in [27]: “Big Data –is a collection of tools 

and methods for processing the structured and unstructured data, huge amounts of different sources 

subjected to constant updates, in order to improve the quality of decision-making management, and to 

create new products and improve the competitiveness." 

Stating from the above-mentioned definitions, the essence of Big Data is to enable high-velocity 

analysis of large volume of diverse data rapidly updated through new methods and technologies of 

data processing in real time. Big Data processing aims to identify the relationship between all the 

unrelated data and the identification of new hidden knowledge needed to support decision-making, to 

create new products, to improve the competitiveness of enterprises, etc. 

Let’s revise the definition, specificity and the nature of Big Data concept in the context of e-

health. To do this, first of all, the term "e-health" and "e-medicine" should be explained, the 

interpretation of which has multiple approaches [28, 29], and the author's understanding on these 

concepts should be clarified. 

Accordingly, by definition, healthcare is a branch of state authority aimed to organize and 

provide affordable health care for the population, and to preserve and improve health rate [30]. In other 
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words, the basic functions of the industry are the institutional (administrative) and managerial functions 

oriented at data analysis, forecasting and effective planning of the future development based on 

representative statistical samples, time series, and so on. 

Medicine is a system of scientific knowledge and practices, united in order to define, treat and 

prevent disease, and to preserve and promote the health and ability of people prolong their lives [30]. 

Medicine, as a science of healing, encompasses a gigantic system of ever-increasing knowledge and 

data, the volume of which makes it difficult to work with them. Therefore, the use of modern 

technologies for processing the medical knowledge and data, which provide the opportunity to 

support therapeutic and diagnostic decisions, is vital for medical institutions. The main priority of 

the digitization should be the task of medical support activities that directly determines the quality 

of medical services, but not taking into account the problem of statistical indicators [31]. Based on 

the objectives of medicine and agreeing with those authors, who believe that informatization should 

aim to support medical and diagnostic solutions, and information is important for doctors first of all 

for the treatment of the patient, rather than including it into the accounting system, this paper prefers 

the term "e-health". Therefore, this paper discusses the phenomenon of Big Data in electronic 

(digital) medicine, considering this term in a broader sense, including organizational and managerial 

processes of the healthcare of the population. 

By definition, Big Data in medicine - is rapidly rechargeable various electronic medical data of a 

colossal volume that cannot be managed by traditional tools and methods, software and/or hardware [32]. 

Key indicators of Big Data in medicine 

The most common disclosure of the phenomenon of Big Data is by specifying the problems 

encountered at the present stage of technological development in data processing [33, 34]. The main 

problems are pertained to Big Data include Volume, Variety and Velocity. For some areas of activity, 

including medicine, researchers and practitioners introduced two more characteristics: Veracity and 

Value of Big Data [35]. The close relationship of these problems should be noted, and their 

interpretation in medicine should be given. 

Volume of medical data. Continuous generation and accumulation of medical information in 

the coming years will lead to an incredible amount of data [10]. Currently, medical data includes 

clinical data provided by physicians, as well as personal health records of patients (EHR), radiology 

images (X-ray and mammography images), MRI (magnetic resonance imaging), CT (computer 

tomography), and etc., and laboratory and pharmacy data, insurance claims and so forth. At the same 

time, a huge amount of medical information that is not specifically related to the patient is also 

generated. These are numerous medical publications, research reports, the results of research and 

development (R&D) activities, surveys, etc. New types of medical data such as multidimensional 

3D/4D imaging, genomics, biometric sensor records, etc., also contribute to the exponential increase 

of data. The volume of this data is very large, the results of one study can occupy hundreds of 

megabytes. Even annual refillable data of one clinic associated with advanced diagnostic methods can 

reach terabytes or even tens of terabytes. For example, in the US the volume of medical data was 150 

Exabytes in 2011 [36].The complexity and often inability of both processing and storing Big Data, as 

well as establishing meaningful links and arrangements between them to extract useful information 

requires the use of new technology and algorithmic solutions. 

Variety. Simultaneous processing of medical data of various formats (structured, semi-structured 

and unstructured) is one of the specific problems of medicine [36]. More than 70-80% of medical data 

are unstructured. Furthermore, there is a steady upward trend in the information rate, relatively, to that of 

structured data. For diagnostic and treatment decisions, there is a need to integrate clinical information 

and biological data that are in different formats and generated from different heterogeneous sources. For 

example, medical information may be presented in the form of numerical values in arbitrary units, 

images, texts, handwritten notes and doctor's prescriptions, gene and protein sequences and so forth. Joint 

storage, comparison and conversion of different data types require solving very complex problems such 

as image recognition, data compression, etc. Here, medicine does not always take advantage of ready-
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made solutions from other areas [37]. Technology for comprehensive analysis of medical data of various 

formats is needed, which enables them to be useful for further processing. 

Velocity of generated medical data. A constant stream of new data is accumulated at an 

unprecedented rate, i.e., observed growth of data volume and variety is directly related to the rate 

at which they are generated. Specificity of the problem in medicine is that the rate of data 

replenishment also limits Big Data processing in medicine. Thus, the information from the devices, 

tracking the patients in intensive care, enters continuously, i.e. in real time, and it requires 

immediate processing and analysis for the timely development of preliminary diagnosis [10, 36]. 

Veracity. This feature reflects the semantic and syntactic definition, quality, relevance and 

reliability of the data. A number of issues to ensure the reliability of data are specific to medicine, as 

they deal with the diagnosis, treatment methods, recipes, procedures, etc. Therefore, Big Data analysis 

must be error-free and reliable, since a person's life may depend on the trustworthiness made by Big 

Data analysis. On the other hand, the poor quality of health data, especially unstructured one, is one of 

the major problems: medical cards filled with errors, misinterpretation and inaccurate digital input of 

medical appointments of the doctor in recipes, due to poor handwriting, are classified as the most 

common examples. Veracity of data may also depend on the quality of medical devices and sensors 

(e.g., wires may break and the signal may be weak due to the wrong placement of the sensor; and 

electrical noise may also affect the performance) [36, 38]. 

Too high value of the failure causes distrust of the medical community and the results of Big 

Data analysis. 

Value of stored data. This feature, representing the interest for different parties and decision-

makers, characterizes Big Data in terms of their usefulness and bringing a certain value to the 

medical facility (MF) and healthcare system as a whole (e.g., improvement of business processes, 

defining business strategies, cost optimization, etc.) [35]. 

With the rapid growth of data volume the models for healthcare and treatment costs will also 

vary. Although profit is not and should not be the main motivator, but it is vital for healthcare 

organizations to purchase available tools, infrastructure and the methods for effective use of Big 

Data. Otherwise, MI (clinics, hospitals, home health care services, rehabilitation centers, etc.) are 

potentially at risk of losing millions of dollars in revenue and profits [37, 39]. 

The analysis of characteristics of medical information on the one hand, and specific features Big 

Data on the other, allows to conclude about the appropriateness of the latter to handle vast amounts of 

medical data. Thus, the potential and the essence of Big Data in medicine, in our view, can be defined 

as: 1) providing storing, sharing, rapid processing and analysis of the continuously generated 

heterogeneous and multi-format data coming from different sources by the latest technologies and 

tools; 2) identifying the correlations between different and seemingly unrelated medical conditions and 

the factors affecting them; 3) obtaining the results of processing and analysis in the form of information 

(knowledge), understandable to the doctor and ready to make substantiated decisions. 

Application areas and potential of Big Data in medicine 

During the last decades, along with an upward tendency of health care efficiency, the rocketing 

health care costs have been observed. The problem is actualized in connection with the continuing 

aging of the population in many developing and developed countries and with the rapid growth in the 

age cohort of citizens over the age of 65, with the prevalence of such "lifestyle diseases" such as obesity 

and diabetes, and for the cohort of older - memory loss, arthritis and etc. However, almost exhausted 

possibilities of extensive development of the health care system by increasing its volume, and its costs 

respectively, have no prospects. In this regard, today, new conceptual approaches are developed to 

solve this problem, considering Big Data as an additional source of compensation for costs on the one 

hand, and to improve the quality of medical services - on the other. 
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The role of Big Data-analytics in medicine 

Analytics is a tool or a set of techniques that transform raw data into useful information. Big Data 

as an analytical basis for new IT applications in the medical industry can be used to support both medical-

diagnostic, and organizational and management decisions. For example, such information can be used 

by health organizations to support important strategic and operational decisions, to optimize expenses, 

to provide long-term forecasting, and to create additional value. With the development of technologies 

and tools of Big Data analytics, medical organizations can easily manage the enormous amount of diverse 

and multi-format digital data from various sources. Here, the analytics plays very important role in the 

separation of useful information from the worthless [40]. The patient-oriented approach and Big Data as 

an analytical basis for new IT solutions in medicine has a potential to transform almost every field of the 

industry. Analysis of the literature allows us to identify a number of areas of Big Data applications in 

medicine, promising from the standpoint of the potential of the latter. 

Big Data to support decision-making on management of healthcare quality  

An increasing availability of medical data allows offering a enhanced understanding of the 

relationships that underlie the vast amount of information from different data sets and transforming the 

latter into new knowledge with the use of Big Data technologies. As the result of the analysis of Big 

Data, it is possible to identify such unexpected relationships or patterns that are not detectable by a 

human. For example, Big Data technologies allows simultaneously handling the databases of health 

records of a patient, genomic data and medical research reports and ultimately giving useful 

information for the best solutions with respect to the treatment of a specific patient [38]. 

In essence, the terms “analysis of Big Data” and “decision-making” are the implementation 

of process of careful analysis of a huge amount of big data to identify certain trends and making 

vital decisions [41]. 

Big Data in medical decision support. McKinsey estimates that the introduction of Big Data 

analysis techniques in medicine can save the US health care for about 300 billion dollars a year. 

The savings will work due to more timely and accurate diagnosis, appointment of appropriate 

treatment, and reduction of expenditure on research. It is expected that treatment efficiency will 

be improved by processing of all available information. Doctors will use new generation decision 

support systems and expert systems that provide physicians with unprecedented access to the 

practices of colleagues through the EHR analysis of patients both in different geographical 

locations and in the country. This, in turn, will enable to minimize the subjective human factor in 

making medical decisions about the patient’s treatment strategies. 

To confirm the viability of this forecast it is enough to note that the expert system (ES) 

Watson IBM passed the exams on a common basis in 2013 and received a medical diploma, 

acquiring the legal right to treat people. ES is already showing exceptional results in the field of 

oncology. It is able to examine the patient’s medical records, records and comments of the doctors, 

to view the latest research on this topic and to offer a diagnosis based on all the studied data. At 

the same time, IBM Watson analyzes the data in details, compares various factors and draws 

analogies. As the initial data more than 600 thousands of medical findings and diagnoses, 2 million 

pages of texts taken from 42 medical journals, and the results of clinical trials in oncology are 

loaded into a supercomputer memory. Watson can “analyze” 1.5 million medical records of 

different patients, and identify the most suitable treatment methods in each certain case based on 

the records data of successful fight against these diseases (best practices) [42]. 

Currently, one of the trends of acquiring significance is clinical decision support for the 

management of the individual patient’s health based on the aggregate data of the population as a whole. 

Moreover, unique advantage of Big Data analysis technologies can be very useful here, which is 

expressed in their ability to analyze the data of the entire population based on various demographics, 

as well as to segment the population by individual cohorts. Therefore, today, the data of specific 

patients over the past year scan be compared to the results of ongoing laboratory research with the use 
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of Big Data technologies within the same system, and additionally, this information can be linked to 

demographic data, retrospective information on drug reactions and drug interactions of the patients of 

any age, gender and ethnic background. These features of Big Data enable to build both the geographic 

and social model of health of the population, as well as the predictive development models of epidemic 

outbreaks, providing decision support for the prevention of the latter [43]. 

Big Data potential in the standardization of medical decisions. Each patient in his practice 

more than once has confronted with a situation where two different doctors very differently have 

interpreted the results of his tests or the same radiological image (medical data) and have made 

different diagnoses. Analysis of Big Data, i.e. accumulated statistical data on certain diseases, and 

its comparison with the current data of a particular patient (results of lab tests, X-rays, etc.), as 

well as with his EHR can be used for medical decision support. Minimizing the personal human 

factor in the process of comparison of the patient’s heterogeneous data, his/her symptoms and the 

sheer volume of statistics on certain diseases provides the physician to select the best solution, 

which corresponds to the best diagnosis, i.e., promotes the standardization of medical decisions. 

In clinical practice, there is often a need for standardization of medical solutions. For example, in 

the analysis of medical errors, litigation, medical expertise, wrong diagnosis and treatment, 

identification of the effectiveness of prescribed medications in each case (disease). In these 

situations, Big Data can provide informed decisions support (revealing the truth) [44]. 

Big Data contribution to the creation and development of personalized medicine. Studies 

show that, in the near future, the quality of medical decisions will not and will not be capable to 

rely on an experience and intuition: the competitive advantages will be achieved by predicting the 

consequences of decisions, which actualizes the need to create a fundamentally new model of 

health care organization, so-called personalized medicine) based on the concept of 4P. The medical 

concept of 4P integrates the notions of personalization (individual approach to each patient taking 

into account their genetic characteristics), predictive (predicting the vulnerability to the developing 

disease), preventive (preventing or reducing the risk of the developing disease), participative 

(motivated participation of the patient in the prevention of possible diseases and their treatment) 

[45]. The essence of the personalized medicine is the individualization of drug therapy in 

accordance with the personal data and genotype of the particular patient. As a new paradigm in 

the healthcare, personalized medicine involves early (preclinical) detection of diseases at the stage 

of prediction of predisposition and subsequent preventive measures [45, 46]. 

Big Data technologies can play a significant role in the realization of personalized medicine, 

which is focused on choosing the right treatment. Hence, Big Data-based decision support systems can 

predict the response of the patients to certain drugs and assign absolutely unique drugs in individual 

doses grounding on processing and analysis of huge volumes of their genetic information [46]. 

The process of medicine personalization, i.e. the transition from physician-oriented approach 

to providing medical services to the patient-centered based on individualized medical care, is 

already taking place [47]. For example, more than 20% of new drugs, food and medicines approved 

in 2014 by the US Personalized Medicine Coalition (founded in 2004), was the production of 

personalized medicine [48]. In some US clinics, genotype database is integrated with the system 

of EHR drug prescription and the expert system to personalize medication. These fourth-

generation systems classified by Gartner “physician colleagues” with advanced analytical 

capabilities have already begun to spread in the world [49]. 

Big Data potential in remote monitoring support of patients’ health. Big data processing 

technologies may contribute to the development of personalized and preventive medicine based 

on remote monitoring of patients. This, in turn, will contribute to the improvement of life quality 

of the patients through the access to the latest medical services anytime and anywhere, early 

detection and prevention of unexpected complications in the patient’s health, and through the 

support (automatic reminder) of the patient self-treatment and preventive procedures. 

The integration of patients’ EHR (medical tests, laboratory tests, prescribed medications, 
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information about side effects, contraindications, unstructured text, etc.) with wearable smart-

devices with Internet access, controlling the vital health parameters (sleep cycles, heart rate, 

pressure, etc.), allows physicians to observe the patient in real time. Consolidation of the medical 

information, which is continuously generated in the process of patient's health monitoring, with 

EHR data, as well as the simultaneous analysis of the huge volume of diverse data in real time, 

provide the comprehensive coherent picture of the general health of the patient to the professional. 

This, in turn, will contribute to informed decision support by remote diagnosis of the patient in 

real time. At the same time, remote monitoring of patients’ health will reduce the costs, as there is 

no need for laboratory tests, hospitalization, and timely correction of treatment. 

Future real time applications of Big Data, such as early detection of infection and the use of 

preventive measures, can reduce the morbidity and mortality of patients, and even prevent 

epidemics [10]. 

According to projections [36, 50], the possibility of a real-time analytics of the large-scaled 

data changing in all areas of medicine can make a revolution in this field. 

Big Data features in the promotion of evidence-based medicine. Doctors traditionally use their 

judgment when choosing the treatment tactics, but a step towards evidence-based medicine has been 

made in the past few years. Evidence-based medicine is a conceptual approach to the medical practice, 

involving decisions about the tactics of treatment of the patient basing on reliable results obtained in 

the course of multiple clinical studies [51]. In other words, evidence-based medicine implies making 

the best decisions about treatment strategy based on a systematic review of clinical trial data. 

Big data has a huge potential for the creation of an evidence base to support medical 

decisions. Thus, evidence-based medicine is based on the findings obtained from randomized 

controlled trials of a new treatment performed on a limited number of patients. But in reality, there 

may be quite rare nuances, adversely affecting the final results, which cannot be detected in the 

course of research on few samples. Combining multiple individual data sets in Big Data algorithms 

can provide the most reliable evidence in the choice of treatment tactics [52, 53]. 

Big Data potential to facilitate access to new knowledge. Digitization of medical literature also 

significantly extends the capabilities of doctors’ access to the achievements of new research and 

treatment technologies introduced into the clinical practice. However, the rapid growth in the number 

of medical discoveries and their prompt appearance in various sources around the world overweight 

the physical ability of clinicians to familiarize with all the achievements, even in the context of 

individual diseases. Thus, for example, around 170 thousand clinical trials of drugs are annually held 

to fight with cancer in the world, however the access to their results is quite limited [40, 54]. Big data 

may facilitate the access to the latest developments in the international clinical practice, and thus, may 

empower the physician to quickly acquire new knowledge. Automation of examination and processing 

of the medical knowledge market will bring information about medical innovations, new drugs 

invented by leading scientists at any point of the world, to each interested person [55]. In practice of 

physician, Big Data may allow him to replenish or renew his knowledge by studying the data in real-

time, which is collected from a variety of professionals involved in the treatment of patients with 

similar diseases. Improvement of the search for knowledge through access to high-performance and 

highly accurate databases containing the patients’ health records will allow to offer prophylactic 

treatment, to identify successful treatment patterns and to reduce the number of medication errors [56]. 

Big Data opportunities to support patients’ decisions on their own health control. As noted 

above, the digitization of the healthcare industry contributed to the transformation of most of its aspects. 

The most notable changes have taken place in relations between patients and health care providers: 

physicians, medical centers, laboratories, etc. The emergence of numerous and multi-functional wearable 

devices and services has had a significant impact on the imagination of patients on the principles of 

providing medical services. According to the results of research conducted by consulting company 

PricewaterhouseCoopers [57], the patients’ priorities have changed a bit, and now the priority, on the one 

hand, is given to uncomplicated access to health services and treatment results, and on the other hand, to 
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the need to become an active participant of the treatment process. The concept of “responsible” patient, 

seeking to know as much as he can about own health and having the opportunity to make his own 

decisions through the access to medical knowledge obtained from alternative sources, is becoming 

increasingly popular in the world. This, in turn, stimulates the demand for medical content and multiple 

patient-oriented services. The policy of many countries, aimed at improving the health of the nation and 

promoting the right (healthy) lifestyle also contributes to the strengthening of the trend [58]. 

According to forecasts, the future of medicine involves the personal participation or 

involvement of the patient, which will be possible as a result of the emergence of new services and 

tools to monitor their condition. In this situation, it is advisable to provide the patients (individuals) 

with the opportunities to track and analyze the health status, access to the information on the 

treatment methods regarding their specific symptoms, allowing them to make reasonable decisions 

on more efficient management of their own health. 

Big Data may contribute to reforming the relationship between the patients and health care 

providers for increasing the patients’ engagement in the treatment process. According to the 

current model, electronic health records of the patients (EHR) are at the disposal of a medical 

institution (MI). In the future, this personal health data (PHD) is planned to be at disposal of the 

patients. Big Data will complement the PHD of patients in EHR with their personal data from 

various websites and social networks. In general, the further development of solutions in the field 

of e-health is focused on creating a platform for the transfer and exchange of information, 

interaction and cooperation among MI, specialist and doctors, medical workers and patients [59]. 

Big Data potential in forming client-oriented healthcare. At present, health service providers 

are striving to introduce an effective strategy for improving patient (client) retention processes by 

using internal, external and analytical sources to provide a unified view of the client. The emergence 

of new models of doctors and patients relationship due to the digitization of healthcare forced many 

medical organizations to adopt more client-oriented approach. At the same time, most organizations 

have an idea of the client based only on the internal data sources. This impedes forming a 

comprehensive view of the client and also requires the involvement of external data. 

Big Data allows supplementing personal health data of patients in EHR with the information 

obtained from the external sources providing ample opportunities to identify risk factors or so-

called lifestyle factors. Accordingly, in a modern digital society, each person generates a huge 

amount of information on the Internet through personal data on various websites, accounts in social 

networks, using credit cards, etc. This information allows revealing the lifestyle factors of a person 

(for example, material condition, education level, habits, interests, possible diseases, etc.) without 

the need for interviewing the latter. Cooperative use of “network” information and the patient data 

from the EHR provides a unique opportunity to integrate traditional medical models to the social 

determinants of the patient’s health and the formation of client-centered healthcare [60]. 

Big Data potential in managing the treatment of the patients with chronic diseases. Over 

the past few decades, there has been a significant increase in the number of the patients with 

chronic diseases almost all over the world. The indicators of comorbidity, i.e., simultaneous 

presence of two or more chronic diseases in the patient have also significantly increased [61]. This 

requires the patients to be monitored not only by their primary physician, but also by other 

specialists. However, the disparity of both health facilities that provide different services to the 

same patients and the treatment methods reduces the ability of the health system to provide quality 

health services and leads to unnecessary duplication of analyzes and treatments. In this situation, 

the patients requiring comprehensive medical care are at greatest risk. 

For example, a patient with congestive heart failure, diabetes and chronic lung disease needs 

a comprehensive treatment that ensures the coordination and the balance of various therapies. 

However, in practice, such coordination is rarely carried out. Instead, the patients often receive 

contradictory recommendations from various doctors. 

For today, the patients suffering from chronic diseases are the largest consumers of health 
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resources. For example, their share in the US health care accounts for 75% of the costs of this 

sphere [62]. Big Data can play a decisive role in reducing the costs of the treatments of the patients 

with chronic diseases. Consequently, using data mining methods, the most similar cohorts of 

patients perceived as the candidates for a preventive intervention in a high-risk group 

(Highriskgroup, HRG) can be found [63]. This may reduce health care costs by: 1) improving the 

coordination of the patients’ care; 2) detecting the data duplication and clarifying the therapy; 3) 

reducing repeated hospitalizations through the identification of lifestyle factors (hereditary, socio-

economic, professional, environmental, behavioral, etc.), which increase the risk of deviations in 

health status; 4) forming the client-centered healthcare. 

Big Data opportunities in organizational and managerial decision support 

Analysis of existing medical practice using the Big Data technologies may reduce the 

hospital costs, eliminate many misapplication and extra costs in public health systems. Thus, MIs 

may reduce the costs by using huge volumes of diverse data about the patients and by optimizing 

the work of clinics: predicting the expected flow of the patients, reducing the queues, optimizing 

the resource provision, assessing the medical personnel performance and its workload balance, 

improving the patient satisfaction with high quality of medical services and etc [64]. 

With the help of Big Data technologies, it is possible to improve and regulate the pricing and 

payment system. For example, in the United States, in accordance with the new federal laws in 

MIs covered by the Medicare program, the performance of medical personnel is directly related to 

the payments and fines for medical services measured by such factors as patients’ expenditures, 

their satisfaction, rehospitalization and mortality. Approximately 90% of medical services in the 

US is predicted to be paid under the Medicare program by 2018 [65], i.e. depending on the results 

of the treatment. The shift to the introduction of the payment and pricing system based on a joint 

assessment of the performance of medical personnel, the cost of medicines and labor, the real 

financial capacity of the population and the need for services, is possible only on the basis of the 

systems working with large-scale data. 

MIs are tending to improve the quality of patient care while reducing the costs. To improve 

their performance, MIs are trying to use and analyze large volumes of heterogeneous internal and 

external data about the patient: clinical data, EHR data, monitoring data of medical devices, data 

continuously received from monitoring systems (lifestyle devices), and so forth. This enables them 

to improve the quality and diversity of health services provided to heterogeneous groups of 

patients. The growing involvement of patients in their own healthcare and the demand for remote 

health services enables MIs to agree on better payment terms by payers (patients, insurance 

companies and regulator) [66]. Big Data technologies can also play an important role in extracting 

and providing valuable information from a huge amount of data to health care providers and 

decision makers to develop strategies, plans and make important management decisions. 

Advantages of Big Data and proper analytics to support appropriate medical decisions 

Generalized advantages of Big Data in medicine can be expressed in their assistance to 

improve the quality of medical services and additional cost reductions through: 

• the possibility of analyzing medical datasets, and therapeutic and diagnostic decision 

support both in the context of the entire population and its geographic sections, and across 

different cohorts and individual patients; 

• the development of evidence-based medicine by supporting more informed treatment 

strategies; 

• the development of personalized medicine based on an individual approach to the 

prevention, diagnosis and treatment of genetic diseases; 

• automated consolidation of patient’s data from the complex heterogeneous sources and 

its sharing in real time; 

• identifying the most similar patient cohorts, who need complex medical care, and 
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coordinated decision support on their treatment; 

• making organizational and management decisions to reduce costs, modernize the 

payment system and pricing. 

Challenges in using Big Data-analytics in medicine 

Along with the potential of Big Data and growing trend of practical use of the latter, there 

are certain challenges to their widespread introduction in medicine. Thus, an effective Big Data-

analytics prevent are prevented by: 

• continuous growth of medical information, only a small portion of which is used all over 

the world; 

• dominance of unstructured, incomplete, inaccurate and accidental medical data in EHR 

system, affecting the precision of the information (inaccurate digital input of medical 

appointments in recipes due to poor handwriting, poor quality of the information 

obtained from remote sources, the lack of information in one or more fields of EHR, 

increased garbage, etc.) [36, 67, 68]; 

• complication of the exact identification of the patient’s identity when comparing the 

data obtained from a variety of sources (EHR, non-clinical data from social media, web 

sites, etc.) in order to form a complete picture of the patient's health [38, 69, 70]; 

• growing demand for processing continuously generated data of the patient and the generation 

of analytics in real time, which requires the implementation of complex integration processes 

that are not available to many clinics due the high cost of Big Data technologies, and the lack 

of appropriate specialists in the IT departments of MI. The latter must also ensure the safety, 

reliability and high availability of data from different sources [71]; 

• potential threats to privacy and information security of personal medical data, related to 

the risk of misuse of the latter. Another serious threat to the security of personal health 

data occurred after the wide availability of genetic information, clearly indicating the 

certain patient. Since this information is almost impossible to anonymize, and de-

identified genome data is easy to be recovered, then the privacy issues need to be 

resolved at the legislative level [37, 72, 73]; 

• insufficient volume of accumulated information resources due to lack of EHR and EMR, 

various warehouses of medical data in many countries; 

• lack of specialists with deep analytical knowledge to work with Big Data (Data 

Scientists), which is estimated to reach 140-190 thousand people by 2018 [4, 74]; 

• high cost and complexity of adaptation tools, methods and algorithms for the analysis 

of Big Data limit the scope of healthcare organizations that have the ability to implement 

these technologies. Additional obstacle to the implementation of Big Data is a need for 

the continuous financial support for databases update. For example, IBM invested about 

3 billion USD in the development of Watson, and supercomputer took “training course” 

only on a few diseases [75]. 

Technologies and methods of Big Data processing and analyzing  

In accordance with [76, 77], the term “Big Data technology” implies the approaches, sets of 

tools (platforms), methods and techniques (procedures) for the processing of huge volumes of 

multiple data in various formats to achieve the results to be perceived by human. 

Methods and techniques of Big Data analysis. Quite a wide spectrum of methods and 

techniques have been developed and adapted for the unification, storage, manipulation, analysis 

and visualization of Big Data. These methods and techniques are borrowed from many fields, 

including statistics, computer science, artificial intelligence, applied mathematics, linguistics, etc. 

Without pretending to be exhaustive, we list some of the methods and analysis techniques of Big 

Data, allocated in the works [4, 43, 78]: Data Mining methods, crowdsourcing, integration of 

heterogeneous data, visualization, statistical analysis, predictive analytics, predictive modeling, 
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machine learning, natural language processing, artificial neural networks, learning association 

rules, classification, cluster analysis, regression analysis; artificial neural networks, network 

analysis, optimization, genetic algorithms; pattern recognition, etc. 

Big Data processing and analysis tools. The basic requirements to the development of 

software systems for working with big data is the inclusion of parallel processing tools and 

distributed data storage, as well as the transition from models used in traditional relational 

databases to the new models supporting the constant change of data structures, and the horizontal 

scaling through the clusters of inexpensive commodity computers, etc. For example, a new class 

of NoSQL systems (Not Only SQL), such as HBase, Cassandra, MongoDB, Neo4j, Riak  and etc. 

are considered the development of advanced relational SQL databases [79]. 

The most common Big Data processing systems are Hadoop platform and distributed computing 

paradigm MapReduce. Hadoop is capable to handle very large volumes of heterogeneous input data 

mainly through the distribution of the latter on multiple servers (nodes), each of which produces the 

processing of a specific set of data, and then the results of the subtasks are reduced to the final 

(conclusive) result. This enables the use of Hadoop for the implementation of search and contextual 

mechanisms of heavily loaded sites, as Yahoo, Facebook, Amazon, and etc. Making Hadoop code 

public by Yahoo has contributed to the emergence of the whole field of production, based on Hadoop, 

in IT industry, the developers of which are both well-known global companies and start-ups. 

In recent years, many software products have been developed that facilitate the work with 

Big Data, including SAP HANA, high-performance platform NewSQL for data storage and 

processing, the applications for pre-processing of information flows (Marshalling), solutions for 

visualization and self-analysis (Advanced Analytics with Self -Service Delivery), and others. The 

most popular programming languages are Python, Java and Scala. 

Availability of Big Data technologies has significantly increased due to cloud computing, which 

provides a new level of processing speed [80]. There are many cloud services in Big Data analytics, 

and cloud platforms for application deployment. With their help, Big Data analytics can be uses 

“anytime and anywhere”, simply by connecting to the Internet and selecting the appropriate service. 

It should be noted that, today, in the process of introduction of the newly developed software 

in medicine, the users face a number of significant shortcomings associated with the specifics of 

the industry, which need to be addressed. Furthermore, the offered platforms/tools require 

specialized programming skills, which is not typical for an end user of health care. Since Big Data 

analysis technology has been recently used in medicine, a number of problems related to the data 

management, privacy, security, standardization, etc. have to be resolved.  

Development prospects of Big Data in medicine 

According ABI Research, currently, the processes of Big Data analysis in medicine are in the 

early stages. However, according to the forecasts, as a result of the rapid growth of continuously 

generated data, the market of Big Data-analysis will make up approximately 52 billion USD by 2019 

[71]. TechNavio analysts predict the increase in the cost of the global Big Data market in the field of 

medicine for 2014–2019, with an average annual growth rate of 42% [81]. 

Here are the most promising areas of development and implementation of Big Data in 

medicine [82–86]: 

• development of mobile medicine, which expands the capabilities of remote diagnosis and 

continuous monitoring of the health status of certain categories of patients, that actualizes the 

demand for streaming processing of the information through the development of analytics 

basing on the patient’s data set in real-time; 

• promoting technologies to support informed diagnostic and treatment decisions based on a 

comparative analysis of the patient’s data with the EHM databases containing the treatment 

practices of similar diseases and identifying the most suitable treatment method in each case; 

• expanding the introduction of Big Data in the realization of personalized medicine; 
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• expanding the basic research in the field of optimal methods of processing, analyzing and 

extracting useful knowledge from large volumes of medical data of various nature; 

• personnel training to handle big medical data; 

• development and adaptation of the tools to handle Big Data for the medical industry: 

development trends in the field of mobile applications, cloud infrastructure, data 

visualization, etc. 

• Big Data-solutions for the processing of medical data generated by “smart” devices within the 

framework of the exponentially growing Internet of Things. 

Conclusion 

Conducted analysis of the status of Big Data in medicine shows that, at present, this segment of 

the market is in its early development stage. However, all the growing digitalization of medicine, the 

conversion of the Internet into one of the most powerful medical information sources and infrastructure 

for fast, reliable and secure data transmission, the development of social networks, mobile and wireless 

access to health information have contributed to the transformation of many aspects of the medical 

industry, and have led to the emergence of new trends. We can point out a number of new trends, such 

as: 1) development person-centered medicine, implying effectively organized access to any set of 

medical records and the primary results of the patient's examination; 2) changing role of patients, their 

increasing involvement in their own health care and the possibility of self-monitoring; 3) changing 

methods of interaction between doctors and patients, and the access of the latter to health services, 

treatment results and medical information; 4) delivery of medical services in real time; 5) development 

of personalized medicine, based on the individual patient sensitivity to drugs, when appointing the 

therapy, etc. All these transformations are taking place at the background of a common goal, focused 

on improving the efficiency and flexibility of the health care system by increasing the quality of 

medical services and reducing costs. 

Big Data can have a significant impact on the healthcare. The enormous amount of data 

currently generated by medical institutions will grow at an even greater rate in the coming years. 

This will inevitably lead to an increase in demand for Big Data analysis. Extraction of the useful 

information from this data can be of great importance for the development of new methods and 

treatment technologies, the identification of diseases and their prevention, reducing the number of 

medical errors, ensuring the total security of the health of the population, perfecting the health care 

system towards the evidence-based and personalized medicine. This will result ultimately in 

improved treatment and reduced number of patients and consequently, medical facilities costs. 

It should be noted that, although potentially Big Data in medicine can help to address many 

problems, today, there are very few actual examples of successful application of this new 

technology in medicine. Analysts and practitioners see the reason in the lack of adaptation of Big 

Data platforms available on the market to the specific characteristics of the healthcare industry, to 

the requirements of confidentiality and security of medical data, as well as to the standardization 

of medical solutions, etc. Implementation of Big Data in medicine is also affected by the factors, 

such as distrust of doctors and the uncertainty of a number of IT companies, in the effectiveness 

of these technologies. This means that the use of Big Data in medicine passes through the solution 

of mentioned problems and the improvement of these technologies. The development dynamics of 

Big Data technologies and services, as well as the analysts’ forecasts reinforce the confidence that, 

in the near future, there will be a significant increase in the application of Big Data-solutions in 

medicine. Moreover, according to latter ones, the further digitalization will inevitably pave the 

way to revolutionary changes in medicine, the consequences of which will be much bigger. 
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