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ARTICLE INFO ABSTRACT

Detecting fake news in text data is a challenging task in today's world of generative Al,

Keywords: where it helps third parties generate fake news on a single request, making this problem

. increasingly relevant. Word embedding has been shown to be an effective model for
Fake news detection Iving classificati blems. Th f this study and th iment

Word embeddings models solving ¢ a.551 1c:? ion problems. The purpose of this study an . e experiments
conducted is to find the strengths and weaknesses of each embedding model to solve

Contextualized embedding models o L. . ] .
the classification problem of finding falsified data. We consider three categories:
traditional models (TF-IDF, LSA), predictive models (Word2Vec, GloVe, FastText), and
contextualized models (BERT). The assessment is carried out using a test on three
datasets - LIAR, ISOT, and COVID-19. In order to achieve a fair experiment, a single

SVM classification method was chosen. The models are compared based on the metrics

Support Vector Machine

Accuracy, Fl-score, and CPU time. The results of the research will help in selecting the
efficient algorithm for researchers.

1. Introduction Disinformation has become a major issue and an

important area of research in the modern digital age.

We are spending more and more time on social
media. Statistics show that every second a huge
amount of information is published on social
networks. Facebook Instagram statistics include
56,000 Facebook posts, 5,700 Twitter tweets, and 1,000
Instagram posts. The number of people who are
looking for information about news on social media
is growing, which is due to the fact that the creators
of this content do not check the information they
publish. This is justified by the fact that searching for
information on social networks is much easier than
combing through inconvenient news sites. The
purpose of fake information is often to mislead
people, gain clicks or advertising revenue, as well as
influence public opinion.

The consequences of disinformation can be
dramatic, leading to confusion, conflict, and
sometimes violence. In recent years, disinformation
is connected to events, such as the spread of false
information during the 2016 US presidential election
and misleading claims about COVID-19 and 5G
networks. In each case, there was a spread of
misinformation and conspiracy theories.

A critical aspect of detecting fake news is
representing text data and preparing the input for
a machine learning classification model. How well
a classification model can detect fake news
depends on how much information it can extract
from the text and recognize from the features.
Embedding models have evolved very quickly. An
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embedding word model converts text into number
representation and compares them to find patterns.
This process is similar to how a library organizes
books, allowing users to find what they are looking
for more quickly.

The purpose of this work is to compare the
existing features of word embeddings. This will be
achieved by conducting an experimental
comparison using existing datasets that contain
fake information. Initially, it is necessary to
conduct an experiment on data analysis and the
results. Definition of conditions and the negative
side: Each of the methods that facilitate the task in
the appropriate, necessary cases can be embedded
depending on the datasets.

The rest of the paper is organized as follows.
Section 2 provides a literature review. Popular
word embedding models are reviewed in Section 3.
In Section 4, we discuss the details of the selected
datasets, evaluation metrics, setup,
experimental results.

and

2. Related work

Fake news detection is an actively developed
problem in natural language processing. There is
also increasing attention to the optimization and
development of word embedding methods. Early
methods are based on linguistic principles and
traditional text representations such as Bag of
Words (BoW) and TF-IDF. However, these
methods often fail to capture the contextual
their
effectiveness in detecting deceptive content. Recent
advances in deep learning-based embeddings
largely limit fake news classification to computing
the of
dependencies in text data.

Verma et al. (2021) proposed a two-stage
benchmark model called WELFake for using
machine learning to detect fake news. It is based on
word embedding (WE) over linguistic variables. In
the first stage, the dataset is preprocessed and the
language features are used to check the correctness
of the news stories. In the second stage, voting
classification is performed while the language
feature sets are combined with WE. Experiments
show that the WELFake model can correctly identify
whether the news is true or false in 96.73% of cases.

relationships between words, limiting

encoding semantic and syntactic

Truica et al. (2023) presented a new way to find
fake news wusing document embeddings
(DOCEMBs) in the study. They suggested a
standard to find out the best ways for detecting
fake information. The novel approach used several
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machine learning methods and DOCEMBs created
with either TF-IDF or word and transformer
embeddings to find fake news.

Nassif et al. (2022) contributed to the area with
respect to the enrichment of fake news detection in
Arabic language. Their contribution is twofold:
first, they built a large and diverse dataset of Arabic
fake news. Second, they developed and evaluated
fake
state-of-the-art

transformer-based classifiers for news

detection using eight Arabic
contextualized embedding models.

Samadi et al. (2023) suggest three classifiers,
each with a different set of pre-trained models for
embedding news articles in this study. After the
embedding layer, we connect a single-layer
perceptron (SLP), a multilayer perceptron (MLP),
and a convolutional neural network (CNN). The
CNN is made up of new pre-trained models like
BERT, RoBERTa, GPT-2, and Funnel Transformer.
We do these to get the deep
contextualized representation and deep neural
classifications that these models offer.

exercises

Summing up the previous research we can see
that, when it comes to classification accuracy, deep
contextualized embeddings always outperform
better than simple embeddings. When it comes to
detecting fake news, hybrid models that combine
word embeddings with linguistic and statistical
better. ~ Document-level
representations (Doc2Vec, Sentence-BERT) make it
easier for models to find false information at a
broader conversational level. Deep embeddings
require more computational power than older
methods like TF-IDF and LSA, so computational
tradeoffs are still a big issue.

In this work, we will make experimental
comparisons between embedding models of
different types. Unlike the previous studies, which
were focused mainly on the specific problems, we

features  perform

will examine the performance, efficiency, and
trade-offs of traditional, predictive, and
contextualized embeddings in the context of fake
news detection.

3. Word Embedding Models

The study covers three-word embedding
subcategories: traditional, static and contextual.

3.1.Traditional methods

Traditional models are based on the frequency
of words used in the whole document. These are
document-oriented models that read the whole
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document and prepare the frequency of each word
used as the numerical model to input to the ML
model.

One of the first models is bag-of-words. The
bag-of-words model is based on a simple
technique, which is calculating the frequency of the
words in the document. These frequencies are then
converted into numerical values that machine
learning algorithms can process and use to extract
features from the text.

A widely used traditional model is TF-IDF. The
TF part of the model is term frequency, which is the
number of times a term appears in a set of
documents. In this model the meaningless words
such as “a”, “the” and etc will ruin the statistics of
the model. inverse document
frequency comes into play, which, unlike TF,
minimizes the weight of frequently used words

This is where

and increases the weight of words that are
important but rarely used.

3.2.Static Word Embeddings

Static models, as the name suggests, are fixed
forms. These models capture the meaning of a
word when learning a particular corpus and do not
change until new learning occurs. This can lead to
problems because the same word in human
language can be expressed in different contexts.

The Word2Vec model represents words as a one-
dimensional vector. This model uses neighboring
words in sentences to form a representation vector
for a given word. According to the logic of the
model, similar words will have similar vectors.
Word2Vec is a 2-layer neural network. The input
contains all the documents/texts in our training set.
In order for the network to process these texts, they
are represented in a 1-hot encoding of the words.
The number of neurons present in the hidden layer
is equal to the length of the embedding we want. We
should mention two subtypes of this model. The
Continuous Bag-of-Words Model is aimed to
predict the word based on the neighbor values in the
sentence. The context consists of several words
before and after the current word. This architecture
is called a bag-of-words model because the order of
words is not important. The Continuous Skip-Gram
Model predicts words in a certain range before and
after the current word in a single sentence.

The next static embedding word model is GloVe.
GloVe works differently than Word2Vec. Instead of
predicting words, it computes all the statistics about
how words appear together in a corpus. It builds
connections between words based on the number of
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times they occur.

The following FastText model is a modification
of the Word2Vec model so that it does not create
vector representations of specific words but
instead works with n-grams.

3.3.Contextualized Word Embeddings

BERT is a neural network transformer model
from Google that is currently used by most
automatic language processing tools. The model
appeared in early 2018. BERT models for English
are ready to work with large amounts of data.
Developers can download and implement their
natural language processing projects using a
ready-made tool, without wasting time learning
neural networks from scratch. Worth to mention
that transformer-based models have a better
performance on GPU rather than CPUs. BERT uses
a transformer, an “attention” mechanism that
learns contextual relationships between words. In
its original form, the transformer includes two
secondary mechanisms - an encoder that reads the
input text, and a decoder that makes a prediction
for the task. Since the goal of BERT is to create a
language model, it only needs an encoder.

4. Experimental results

To conduct a fair experiment, the Support
Vector Machine model was chosen. The main task
of the algorithm is to find the most correct line, or
hyperplane, dividing the data into two classes.
SVM is an algorithm that receives data as input and
returns such a dividing line.

To keep a fair comparison, all embedding
models and the SVM classifier were run with
default settings. The following parameters were
used for the SVM classifier: SVC with a linear
kernel of 1.0. No
hyperparameter tuning was performed to focus
only on the embedding performance.

All data was preprocessed before embedding.
Each dataset was converted to lowercase and

and a C parameter

tokenized using simple space tokenization. Stopword
removal was implemented using the public open
source repository https:/github.com/6/stopwords-
json. To keep the experiment simple, no stemming or
lemmatization was applied. Any missing or
malformed data was removed using dropna().

The following hardware parameters were used
to implement the experiment: Apple M2 with 8
cores operating at 3.50 GHz and 16 GB of RAM. The

experiment was conducted on Python 3.9.
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4.1.Datasets

For implementing the experiment with the aim
of resolving the fake news detection three datasets
that cover the problem selected. The details of the
datasets are described in Table 1.

The LIAR dataset is a new one for detecting fake
news. It contains 12.8 thousand short phrases that
have been manually labeled by truthfulness, topic,
location or context, speaker, rank, party, and past
date. The dataset includes short statements from
politifact.com that are more than a decade old and
come from various settings. Each case has a full
analysis report and links to the original documents.

Table 1. Description of datasets

Number of Number of
Dataset
samples features
LIAR (Wang et al.,, 2017) 12,800 13
Fighting an Infodemic:

COVID-19 Fake News 10,700 2
Dataset (Patwa et al. 2021)
ISOT Fake News (Ahmed

44
et al. 2017) 898 3

The ISOT fake news dataset is a dataset that
consists of articles scraped from various legitimate
news sites and sites labeled as unreliable by
Politifact.com. The ISOT dataset contains relatively
bigger samples than the other two.

The COVID-19 fake news dataset contains
misinformation and factual news related to the
COVID-19 pandemic. Dataset contains tweets
which led to the misconfusion of the people at the
time of the pandemic.

4.2.Evaluation Metrics

We wused three mostly used metrics for
evaluation of the models.

Accuracy is the mostly effective performance
metric used to evaluate a binary classification
model. the ratio of accurate
predictions generated by the model to the total
number of predictions made. A high accuracy score
means that the model produces a significant

It quantifies

proportion of correct predictions, while a low
accuracy score indicates an excessive number of
incorrect predictions. Accuracy is calculated as
True Positives plus True Negatives divided by the
sum of True Positives, True Negatives, False
Positives, and False Negatives.

The F1 score is a performance metric that
combines recall and precision to provide a
comprehensive assessment of the effectiveness of a
binary classification model. It determines the
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precision and recall harmonic means, giving each
measurement equal weight. The Fl-score is
calculated by dividing the sum of precision and
recall by the product of precision and recall.

Computational efficiency (CPU time): assesses
the duration necessary for training and classifying
text with each embedding technique.

4.3.Result analysis

Bert demonstrated the best results in the
accuracy metric, according to our analysis of the
experiment's data. This outcome can be explained
by the BERT model's utilization of the text's
contextual information. In spite of this, the
Word2Vec model performed the best, while the
static embedding model also produced a steady
outcome. The utilization of the text's semantic
meaning by static models explains this. It is evident
from the results that conventional models like TF-
IDF or LSA also produced good results comparable
to the BERT model; yet, one should not be duped,
as this is supported by well-structured datasets.
For example, in the Covid-19 dataset model, the
predominant terms used were “5G”, “results”, and
“Covid”, indicating that count-based models can
recognize the authenticity of sentences without
relying on conceptual or semantic information.

Table 2. COVID-19 Dataset Results

Parameter CPU Time Accuracy F1-Score
(Sec)

TE-IDF 2.18 0.9042 0.9041
LSA 0.6 0.8855 0.8854
Word2Vec 1.3 0.8935 0.8933
GloVe 0.92 0.8192 0.8188
FastText 1.92 0.8668 0.8665
BERT 2.24 0.9542 0.9542

In terms of CPU time and computational cost,
we can conclude that the most expensive model is
BERT. BERT is based on the transformer model,
which is computationally expensive and mostly
runs on GPU. In terms of CPU time, we can safely
say that static embedding models give the best
results despite the loss in accuracy.

Table 3. LIAR Dataset Results

CPU Time

Parameter (Se) Accuracy F1-Score
TE-IDF 62 0.6225 0.6165
LSA 56 0.6189 0.6197
Word2Vec 58 0.6330 0.6222
GloVe 58 0.6412 0.6278
FastText 61 0.6260 0.6118
BERT 65 0.6248 0.6198
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Table 4. ISOT Dataset Results

Parameter CPU Time Accuracy F1-Score
(Sec)

TE-IDF 31.23 0.9922 0.9922
LSA 7.70 0.9700 0.9700
Word2Vec 21.76 0.9863 0.9863
GloVe 11.61 0.9665 0.9603
FastText 52.07 0.9765 0.9765
BERT 16.55 0.9952 0.9952

We should mention that each dataset has
different types of features, considering this fact we
should mention the embedding model with the
best results for each dataset. COVID-19 Dataset
BERT
performed best as contextualized embeddings
effectively captured patterns of deceptive phrases.
ISOT Dataset (Long News Articles) BERT
performed well, showing that both statistical and

(social media/textual misinformation)

deep learning models are suitable for detecting
structured fake news. LIAR Dataset (Short Political
Statements) GloVe and Word2Vec performed
better, showing that traditional embeddings are
better at classifying factual statements.

In the summary it's worth mentioning that,
while BERT provided the most accurate result, its
computational demands make it challenging for
small and medium applications. TF-IDF and LSA
are count-based models which are very useful with
well-structured datasets, and suitable for tasks
where efficiency is critical. Predictive embeddings
(Word2Vec, GloVe, FastText) strike a balance
between accuracy and computational efficiency.
FastText, on the other hand, performed well with
datasets containing infrequent words. However,
due to its increased computational requirements, it
is not suitable for classification tasks done on larger
scales.

5. Conclusion

The impact of word embedding models on fake
news detection is examined in this work. We can
classify word embeddings as "contextualized,"
"static," or "traditional,” where "contextualized"
refers to context-based, "static" refers to prediction-
based, and "traditional" refers to frequency-based.
The findings show that modern contextual models
that have just become accessible, like BERT and
GPT, now perform better at spotting false
information. Even though these strategies
sometimes work, they are not always effective and
waste time and money because they need to use a
lot of computing power on small datasets. It is
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crucial to keep in mind the trade-offs between
accuracy, computational
complexity, while choosing the model.

In future research, we plan to provide more

cost and model

advanced research mainly focusing on transformer
In addition, we will explore new
approaches that improve contextual understanding,
computational efficiency, and adaptability to
changing patterns of disinformation.

models.
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