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1. Introduction 

Industrial control systems (ICS) play a key role 

in ensuring efficiency and productivity in various 

industries. ICSs are used in process control in 

industries such as electric power, nuclear power, 

oil and gas, automotive and aerospace, etc. 

(Stouffer et al., 2011). In general, ICSs are part of 

critical infrastructures that are of great importance 

for any country, and a violation of their security 

can lead to catastrophic consequences in various 

areas of the country’s security, including national 

security, economic security, public safety, etc. The 

increasing integration of ICS with information 

technology and a wider connected environment 

exposes them to several risks that can have serious 

consequences. At the same time, the ever-changing 

landscape of cyber threats threatens the integrity, 

availability, and confidentiality of ICS. The 

vulnerability of ICS to cyberattacks poses 

significant risks to the continuity of operation of 

critical systems, data integrity, and public safety of 

the country. 

Today, new communication technologies and 

devices, such as smart devices, open wireless 

sensors, open software, etc., are being widely 

introduced into ICS. These technologies and 

devices have many vulnerabilities that are difficult 

to detect and/or fix, making them a target for 

cyberattacks. To mitigate the impact of these 

attacks, risk management techniques are used that 

assess the risks and consequences of cyberattacks 

and provide recommendations for minimizing the 

risks. The complexity and integration of today's 

ICS and network environments require robust 

cybersecurity risk management practices to protect 

against potential threats. Although the number of 

attacks on ICS is small compared to attacks on the 

Internet, the consequences can be catastrophic. 

Therefore, it is very important to ensure the 
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protection of ICSs from cyber threats (Leszczyna, 

2021). 

ICS cybersecurity risk management is the 

process of identifying, analyzing, assessing, and 

managing potential security threats that may arise 

in the ICS. Risk assessment is one of the most 

important parts of the risk management process 

since it is the basis for decisions on risk treatment 

(ISO 31000:2009). This includes risk identification, 

risk analysis, and risk assessment. Essentially, the 

sources of risks and possible consequences are first 

identified, then the likelihood and impact of the 

risks are analyzed, and finally, the risks are 

assessed. In general, risk assessment allows 

enterprises to find ICS vulnerabilities and 

subsequently take appropriate measures to 

optimize management, equipment, and control 

(Teixeira et al., 2015). 

Many ICS cybersecurity risk management 

techniques can be applied to protect ICS from 

various types of cyberattacks and threats. One of 

the main approaches to managing cybersecurity 

risks of automated process control systems is the 

application of information security standards. 

These standards provide a set of requirements and 

recommendations for information security 

management and can be used to assess 

vulnerabilities and security risks in ICS. Another 

method of managing ICS cybersecurity risks is the 

use of access control mechanisms such as 

authentication, authorization, and auditing. These 

methods allow you to control access to the system 

and prevent unauthorized access. Methods for 

managing cybersecurity risks of ICS also include 

the use of perimeter protection measures, such as 

firewalls and IDS/IPS. The use of cryptographic 

methods for protecting data and communications, 

such as encryption, hashing, and electronic 

signature can also be classified as methods for 

managing the cybersecurity risks of ICS. These 

methods help protect sensitive data and prevent 

unauthorized access to information. 

This paper analyzes the various cybersecurity 

risk management techniques used in ICS. The 

analysis will provide insight into these methods 

and may be useful in developing cybersecurity 

strategies for specific ICSs. 

The rest of the paper is structured as follows: 

In Section 2 presents the cybersecurity risks of ICSs. 

Section 3 describes the cybersecurity risk 

management standards for ICSs and Section 4 

presents the methods of cybersecurity risk 

management of ICSs. Section 5 presents the 

conclusions of work. 
 

2. ICSs cybersecurity risks 

ICS can be considered as a subset of cyber-

physical systems in which threats can arise in both 

the cyber and physical spheres and endanger assets 

in both of them (Yampolskiy et al., 2013). The 

number and variety of cyber-attacks are growing, 

aimed not only at obtaining data from cyber-

physical systems but also managing the production 

process itself (Alguliyev et al., 2021). For example, 

by exploiting a vulnerability in a programmable 

logic controller (PLC) to manipulate control 

parameters, a remote attacker could launch a cyber-

physical attack. Typically, physical properties 

complicate the assessment of security risks because 

the process being controlled is closely related to the 

system under consideration. In addition to the 

physical consequences, other aspects are critical to 

assessing the safety risks of ICS. Because, attacks can 

be carried out at various levels of automation, such 

as the level of physical processes, the level of 

sensors, actuators, and controllers, the SCADA 

level, the operational level, and the enterprise level 

(IEC 62264-3:2016). To effectively deal with external 

and internal changes, it is necessary to achieve a 

predictable level of inspection and measurement 

quality (Alguliyev et al., 2018). 

Cybersecurity risks for ICS can be caused by 

various threats and attacks that can lead to serious 

consequences, including disruption of production 

processes, leakage of confidential information, 

damage to equipment, etc. The most common 

cybersecurity risks of ICS include attacks on 

vulnerabilities in ICS; phishing attacks and fraud; 

distribution of malware; unauthorized access to 

networks and systems; leaks of confidential 

information, etc. 

Vulnerabilities in ICS may appear as a result of 

vulnerabilities in software, protocols (Xu et al., 2017; 

Volkova et al., 2019), and system settings. In 

particular, the diversity of industrial control 

network protocols increases the vulnerability of ICS. 

Attackers to gain unauthorized access to the ICS can 

use these vulnerabilities. Subsequently, this may 

lead to changes in settings or unauthorized control 

of the equipment, which can lead to an emergency 

or disruption of the production process. 

For phishing attacks and fraud, attackers can use 

social engineering techniques (Merz et al., 2019) 

such as phishing to trick employees into gaining 

access to ICS or confidential information. 
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When malware is distributed, attackers can use 

malware such as Trojan horses and spyware to gain 

access to ICS or steal sensitive information. 

Typically, malware uses hard-coded credentials 

built into the software. At the same time, malware 

can also be complemented by industrial espionage 

capabilities (Keliris et al., 2017). 

Unauthorized access to networks and systems 

can occur as a result of weak authentication or 

insufficient access control in the ICS. The 

vulnerability is because passwords are encrypted 

using a weak encryption algorithm (Makrakis et al., 

2021). Security mechanisms designed to prevent 

unauthorized access to ICS devices can be easily 

circumvented. This poses a major risk to the ICS 

network, even if alternative security measures are 

available. Potential countermeasures to mitigate the 

current situation could include more secure 

cryptography techniques such as digital signatures. 

Leaked confidential information can become 

the target of threats and cyber attacks for ICS. An 

information breach could result in sensitive 

information being made available to third-party 

vendors, contractors, or partners who may not 

have the same level of security or privacy policies 

as the ICS. Data breaches can also lead to conflicts 

of interest, liability issues, or regulatory violations. 

The loss of confidential information can result in 

significant reputational damage and financial loss 

and can even cause long-term damage to the 

organization (Cheng & Liu, 2017). To prevent 

information leakage in the ICS, the information 

itself must be protected from unauthorized access. 

To do this, it is necessary to use a solution capable 

of applying one or another form of protection to the 

information, which is transmitted along with it, 

and ensures the protection of data regardless of its 

state or location. 

To reduce the above-listed cybersecurity risks of 

ICS, it is necessary to apply appropriate risk 

management methods and follow information 

security recommendations. This includes the use of 

information security standards, access control 

mechanisms, perimeter protection measures, 

cryptographic methods for protecting data and 

communications, etc. For example, to ensure the 

security of information technology, NIST has 

developed appropriate guidance (NIST SP 800-53). 

NIST also established the ICS Security Project to 

investigate and apply the NIST SP800-53 

recommendations for ICS (Katze et al., 2006). In 

addition, additional security controls include 

firewalls, intrusion detection systems, virtual private 

networks, antiviruses, etc. (Hentea, 2008; Aissa et al., 

2010; Nicholson et al., 2012; Shikhaliyev, 2023). 

3. ICSs cybersecurity risk management 

standards 

For decades, there have been many risk 

management standards in the information 

technology (IT) field. For example, the ISO/IEC 

27000 series of information security management 

standards addresses the security issues of IT 

systems (ISO/IEC 27000 family). In particular, the 

ISO/IEC 27001:2013 standard defines the 

requirements for information security management 

systems, including risk management (ISO/IEC 

27001:2022). This standard provides methods for 

assessing risks and determining appropriate 

security controls. In addition, several standards 

have been developed, which include: ISO/IEC 

27005:2018 (ISO/IEC 27005:2018); ISO Guide 73:2009 

(ISO Guide 73:2009); ISO 31000:2009 (ISO 

31000:2009); NIST Special Publication (SP) 800-30 

(NIST Special Publication (SP) 800-30); NIST Special 

Publication (SP) 800-39 (NIST Special Publication 

(SP) 800-39). They describe how to measure or assess 

information security risk. However, these standards 

were not developed and are not intended for direct 

application in ICS. 

Various standards govern the management of 

cybersecurity risks in automated ICS. These 

standards offer guidance and methods for 

managing the cybersecurity risks of ICS. The 

International Society of Automation (ISA) has 

produced many standards and technical reports 

under the ISA 99 standards committee, collectively 

known as ISA/IEC 62443. These are based on best 

practices in information security as well as 

industrial automation. 

ISA/IEC 62443 is a series of standards that have 

been developed to ensure the safety of industrial 

automation systems, including ICS. It defines the 

requirements for the architecture, protection, and 

management of security systems and provides a 

flexible framework for addressing and mitigating 

current and future security vulnerabilities in ICS 

(Iaiani et al., 2021). The ISA/IEC 62443 series of 

standards establishes that quantifying safety levels 

and requirements is a long-term goal. This makes 

methods for quantifying cyber risks ultimately 

indispensable in the context of ICS (ISA/IEC 62443-

1-1:2007, ISA/IEC 62443-3-3:2013). The new ISA/IEC 

62443 Part 3-2 was released in February 2020 and 

aims to define a set of engineering controls that will 

guide an organization through the process of 
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assessing the risk of a specific process control system 

and identifying and applying security 

countermeasures (IEC 62443-3-2:2020). 

NIST SP 800-82 Rev. 2 “Guide to Industrial 

Control Systems (ICS) Security” was developed by 

the US National Institute of Standards and 

Technology (NIST) (Stouffer et al., 2015). This 

document provides recommendations for ensuring 

the safety of ICS, including supervisory control and 

data acquisition (SCADA) systems, distributed 

control systems (DCS), and other control system 

configurations such as programmable logic 

controllers (PLCs), while addressing their safety 

concerns, unique requirements for performance, 

reliability, and safety. The document provides an 

overview of ICS and typical system topologies, 

identifies common threats and vulnerabilities of 

these systems, and presents recommended security 

measures to reduce the risks associated with them. 

In the field of functional safety, there is the 

ISA/IEC 61511 standard “Functional Safety – Safety 

Instrumented Systems for the Process Industry 

Sector” (ISA/IEC 61511.1:2016). This standard defines 

the safety requirements for functional safety in 

industrial process control processes, including ICS. 

The standards discussed above assume a 

qualitative approach to assessing cybersecurity 

risks. However, there is a growing trend towards the 

use of quantitative methods. The reason for this is 

that qualitative approaches to security risk 

assessment have been subject to considerable 

criticism (Freund & Jones, 2014; Hubbard & 

Seiersen, 2023) due to their inherent uncertainty. 

Gaining a quantitative understanding of risks can 

aid the decision-making process and is therefore 

useful for improving information security. 

Existing review papers (Cherdantseva et al., 

2016; Cook et al., 2016) indicate that quantifying the 

safety risks of ICS is an active area of research in the 

scientific community. 

4. ICSs cybersecurity risk management 

methods 

Attacks on ICS are expanding due to the 

convergence of information technology (IT) and 

operational technology (OT) systems. Therefore, IT 

vulnerabilities affect OT security (David, 2017) and 

two types of risk analysis must be taken into account 

when considering the cybersecurity of ICS (Flaus, 

2019). The first type of analysis is an IT system risk 

analysis, which will be carried out using analysis 

methods developed for IT systems. The second type 

of analysis is the analysis of safety risks associated 

with occupational safety, which will use, for 

example, a preliminary hazard analysis (PHA) or a 

hazard and operability study (HAZOP). These two 

types of analysis are not independent, since the 

consequences of an attack on ICS IT can trigger a 

dangerous scenario in the OT. 

Methods for managing cybersecurity risks of ICS 

include such stages as identifying risks; risk 

assessment; development of a risk management 

plan; implementation of risk management 

measures; and monitoring and auditing of 

vulnerabilities and threats. In addition, ICS 

cybersecurity risk management practices may 

include training employees on security rules and 

risk management, as well as creating a security 

culture within the organization. 

To identify risks, it is necessary to analyze the 

vulnerabilities of the ICS and identify potential 

threats that could lead to a violation of the 

cybersecurity of the ICS. In addition, it is necessary 

to consider the consequences of loss of OT control. 

At the risk assessment stage, the likelihood of a 

threat and its consequences is assessed, and the 

critical components of the ICS are identified from a 

safety point of view. The most common way to 

analyze risks in ICS is to use the concept of 

probability. However, this probability changes from 

time to time as technology develops and attack 

strategies change (Cook et al., 2016). Based on the 

results of the risk assessment, a risk management 

plan is developed, which includes measures to 

reduce the likelihood of a threat occurring and 

reduce its consequences. 

Risk management measures may include 

technical and organizational measures such as 

strengthening perimeter security, access controls, 

and security monitoring and auditing. ICS 

cybersecurity systems must be constantly 

monitored to ensure their effectiveness, as well as 

the adaptation of security measures to new threats. 

Monitoring ICS networks will help maintain 

visibility of network activity and identify potential 

security gaps. Regular monitoring and audit of ICS 

will also help analyze the source of the attack. 

When identifying vulnerabilities and threats, the 

first step is to determine which ICS components may 

be susceptible to attack and what vulnerabilities 

exist. This can be done through ICS analysis, 

penetration testing, and other methods. 

Overall, successfully managing ICS 

cybersecurity risks requires a comprehensive 

approach that includes technical and organizational 

security measures, training, and monitoring. 
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Traditional risk assessment models are widely 

used frameworks for assessing and managing risks 

in various fields. These models provide structured 

methodologies for identifying, analyzing, and 

mitigating risks to achieve organizational goals. 

Failure mode and effect analysis (FMEA) 

(https://www.ifm.eng.cam.ac.uk/research/dmg/tools

-and-techniques/fmea-failure-modes-and-effects-

analysis/) is a systematic method for evaluating 

processes to determine where and how they are likely 

to fail and to evaluate the relative impact of different 

failures. Commonly used in manufacturing, 

healthcare, and engineering to prioritize failure 

modes and guide preventative actions. 

Fault tree analysis (FTA) 

(https://fiixsoftware.com/glossary/fault-tree-

analysis/) is a deductive fault analysis technique that 

models the causes of system failures using tree 

diagrams. Often used in the nuclear, aerospace, and 

chemical industries to analyze complex systems and 

identify root causes of failures. 

A Hazard and operability study (HAZOP) 

(Haugen & Rausand, 2020) is a structured and 

systematic study of a complex planned or existing 

process or operation to identify and evaluate 

problems. Widely used in process industries 

including chemical, petrochemical, and 

pharmaceutical industries. 

Bowtie risk assessment (Hocking & Sproston, 

2019) visualizes the relationship between a high-

level hazardous event, its causes (threats), and 

consequences (impacts). Used in aviation, 

healthcare, and high-risk industries to effectively 

communicate and manage risk information. 

Quantitative risk assessment (QRA) involves 

numerical risk analysis using techniques such as 

probabilistic risk assessment (PRA) and fault tree 

analysis to quantify the likelihood and 

consequences of risks (Eckhart et al., 2019). 

Common in industries that place a high emphasis 

on numerical risk values, such as finance, 

insurance, and some aspects of engineering. 

There is a wide range of cybersecurity risk 

management techniques currently in use in the ICS 

field, but most are adaptations of techniques that 

were used to assess enterprise risk and are therefore 

tailored to the specific threat landscape and 

characteristics of a business enterprise. Moreover, 

most approaches do not take into account the 

dependencies between components and between 

parts of different ICS. 

Traditional approaches to cybersecurity risk 

management ICS are initially focused on IT 

infrastructure, making such approaches 

inapplicable in a complex ICS environment 

(Georgios et al., 2012). However, methods have been 

proposed that follow a holistic point of view in the 

process of managing ICS cybersecurity risks. In 

particular, in (Digioia et al., 2012), the authors use a 

mixed holistic-reductionist approach to assess the 

impact of cyberattacks. The proposed conceptual 

methodology models heterogeneous systems and 

evaluates the consequences of an attack by 

identifying different agents and their dependencies. 

With the increase in computing power, it is 

becoming increasingly easier to implement 

solutions based on artificial intelligence for ICS. 

Recent years have seen a surge in research into the 

use of AI. Many researchers use machine learning 

models such as decision trees, SVM, k-NN, random 

forest, AdaBoost, and other deep learning models 

to detect any anomalies in the system (Al-Abassi et 

al., 2020; Alguliyev et al., 2022; Sukhostat, 2022; 

Sukhostat, 2021). 

5. Conclusion 

The analysis carried out in this paper provides 

information on approaches to managing the 

cybersecurity risks of ICSs. The analysis shows a 

variety of methods for managing the cybersecurity 

risks and importance of eliminating vulnerabilities 

of ICSs. 

Robust detection mechanisms that can identify 

both known and unknown threats must be put in 

place to ensure timely response and containment. 

Cybersecurity strategies must be tailored to meet 

stringent operational requirements without 

compromising the security posture. In addition, it is 

necessary to comply with international standards 

when managing cybersecurity risks of ICS. 

Organizations must align their risk management 

systems to established standards to ensure a 

comprehensive and structured approach to 

cybersecurity. 

Traditional risk assessment models have 

difficulty adapting to the real-time and operational 

constraints of ICS, so it is necessary to harness the 

potential of new technologies, including artificial 

intelligence and machine learning. 

The results of the analysis lay the foundation for 

future research and practical implementation aimed 

at strengthening the cybersecurity of ICS. Future 

research should examine how new intelligent 

technologies can be integrated into existing 

structures to enhance protective mechanisms. 
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