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A CONSENSUS RANKING METHOD FOR INFORMATION SECURITY THREATS 

OF AN E-GOVERNMENT 
 

Threats to information security of the e-government are aimed at national interests in the 

information sphere. There are many threats to national interests in the information sphere, and in 

order to effectively counter these threats in the face of limited resources allocated to cyber defense, 

multi-criteria ranking of these threats is necessary. In the proposed model, threats are ranked on 

the basis of expert assessments that characterize the levels of threats to national interests. An 

optimization model for consensus threat ranking is proposed. 

Keywords: e-government, information security, information security threats, threat assessment, 

threat ranking, consensus ranking. 

Introduction 

Ensuring information security is one of the most important issues of domestic and foreign 

policy of any state [1]. Information security of the state can be defined as the condition of national 

interests in the field of information. The field of information embraces a system that regulates the 

subjects forming information, government information infrastructure, information acquiring, 

formulation, dissemination and use and the public relations among them. In modern conditions, a 

state is faced with a complex and dynamic changing information security environment. This 

environment is characterized by the threats from other states, transnational terrorism and criminal 

networks and new technologies [2]. Such threats include information war, cyber-terrorism, 

cybercrime, cyber- espionage, cyber-sabotage, theft of personal information, and so forth [2, 3]. 

Protection of information field from modern threats is one of the priorities of national 

security at the moment [4]. The whole spectrum of information security threats should be 

monitored, timely detected and assessed, and effective measures should be taken to sustain their 

impact at a reasonable level. However, in practice, especially in the context of various resources, 

information security is achieved through the optimization of the required level of security by 

allowing a certain value of risk [5]. Therefore, threats should be ranked in accordance with their 

priorities based on assumed results, and after being structured the hierarchy of threats and 

corresponding responses should be developed [6]. 

The ranking of information security threats to e-government is crucial for taking immediate 

measures against these threats. Such counteraction comprises a systematic approach and the use 

of political, economic, organizational and technical tools. However, despite the scientific and 

practical significance of the issues considered, any generalized approaches to the assessment and 

classification of the threats have not been developed in scientific literature yet [7]. 

The goal of this article is to develop a methodological approach to rank the information 

security threats to e-government. This approach is based on multicriteria decision-making 

methodology [8]. In accordance with the main stages of this methodology, this paper examines the 

list of threats (alternatives), selection of criteria, determination of criteria weight, and threats 

assessment. An optimization model is proposed for the consensus ranking of threats and the 

experimental results are presented in numbers. 

The statement of the problem  

Assume that a list of n number of national cyber-security threats 𝐴𝑖  (𝑖 = 1,2, … , 𝑛) is designed 

(based on official documents, scientific research, and media). Assume that p number of experts 

𝐷𝑀𝑘  (𝑘 = 1,2, … , 𝑝) are selected out of the representatives of civil society, such as scientists, who 

study the political, legal, economic, military, technological aspects of information security, 
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including the practitioners with great experience in information security, journalists, public 

figures, and human rights activists. Each of the experts should assess the threats in the threat list 

in terms of m number of criteria 𝐶𝑗  (𝑗 = 1,2, … , 𝑚). The experts highly rate potential threats, the 

impact of which is higher. Threat assessment is carried out on a 6-point scale: 0 - No threat; 1 - 

Low; 2 - Accessible; 3 - Medium; 4 – Significant; 5 - High. 

Evaluation is performed by each expert, and 𝑋𝑘 = (𝑋𝑖𝑗
𝑘 )

𝑛×𝑚
 𝑘 = 1,2, … , 𝑝 decision matrices are 

obtained. Each decision matrix is primarily normalized to minimize the impact of high values. 

Normalization is carried out according to the each criterion j as follows (for simplicity, the index 

k above the elements 𝑥𝑖𝑗
𝑘  of the further formulas is not written): 

𝑥𝑖𝑗 =
𝑋𝑖𝑗

∑ 𝑋𝑖𝑗
𝑛
𝑖=1

 (1) 

Based on these expert assessments, the determination of criteria weights for each expert (w ^ C = 

(w_1 𝑤𝐶 = (𝑤1
𝐶 , 𝑤2

𝐶 , … , 𝑤𝑚
𝐶 ), alternatives assessment (𝐴1

′ > 𝐴2
′ > ⋯ > 𝐴𝑛

′ ), determination of 

experts' weights (𝑤 = (𝑤1, 𝑤2, … , 𝑤𝑝)) and the final consensus decision on the ranks 

(𝑟∗ = (𝑟1, 𝑟2, … , 𝑟𝑛)) is required. 

National interests in the field of information and threats 

Strategic and current issues of internal and foreign policy of the state on information security 

are formed based on the national interests of the country in the information field. Therefore, the 

national interests of the country should be identified to select the criteria for defining and 

evaluating the information security threats of e-government. The national interests of the country 

in the field of information can be identified based on the official government documents (national 

security concept, information security concept, doctrine, relevant legislation documents). For 

example, Information Security Doctrine of the Russian Federation dated 2000 defines the 

following components of the national interests of the country in the field of information (a different 

list is given in the new doctrine adopted in 2016) [9]: 

- ensuring freedom of information; 

- protection and development of national spiritual values and traditions, cultural and 

scientific potential of the country; 

- information provision of the state policy; 

- protection of information resources from unauthorized access, ensuring security of 

information and telecommunication systems. 

The maturity level of ICT in the countries is different, thus different categories of national 

interests and information threats may be identified for specific countries. However, due to the 

globalization, many information security problems are the identical for most countries. 

E-government information security threats can be ranked at operative, tactical and strategic 

management levels and from the short and long term perspective. For example, cyber-security 

level identified by the MS-ISAC center, which indicates the current level of malicious cyber-

activity and potential damage [10]. 

This article reviews the strategic threats. The strategic threats to the information security of 

e-government can result in the incidents at national level. Several key levels of strategic threats to 

the state can be identified from the information security point of view. Two major categories of 

strategic threats can be distinguished: 

• Persistent threats to the information security during the given period; 

• threats with greater consequences and uncertain probability - more serious threats resulting 

from dramatic development of current trends. 
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The main categories of strategic threats to the information security of e-government can also 

be structured in respective sub-categories. 

In recent years, national cyber security strategies have been adopted in most advanced countries 

[12]. These strategies define the main trends of their elimination by identifying the key potential threats 

in latest 5-10 years and stating from the national interests of the countries in the information field. 

Analysis of national cyber security strategies shows that the following key categories of threats are 

specified in these strategies: cyber- espionage, cyber-terrorism, cyber-extremism, cyber-crime, cyber-

attacks to critical infrastructure, and cyber-attacks to individual data. 

As for the frequency of strategic risk assessment, note that, according to the rules of risk 

assessment adopted by the United Kingdom, such risks should be assessed every five years [14]. 

Criteria for threats assessment  

The life cycle of threat management may include the following iterative stages: potential 

threats identification, threats analysis, threat assessments, threat evaluation – ranking the priorities 

and selecting and implementing appropriate countermeasures to minimize potential impacts of the 

threat. 

Identification of threats is an uninterrupted process, and internal and external environments 

covering the system are monitored continuously to define the presence of real threats. Threats are 

analyzed using its key components: threat actors, objectives and potential capabilities of the threat 

actors, targets of threat actors, vulnerabilities used by the threat, technology for implementing the 

threats and the consequences of threats. 

Threat actors include states, terrorists (cyber or other), industrial spies, criminals, hacktivist, 

entertainment hackers and so forth. External and internal sources of threats to e-government 

information can be distinguished. 

Threats are implemented through vulnerabilities (cyber-attack), which may include 

uninstalled software. Cyber-attacks may include Distributed denial-of-service (DDoS), cyber-

espionage, and so forth. 

The main factors of the threat during its assessment are the probability of the threat and the 

extent of its effects on the target. The probability of the threat typically depends on the potential 

and intent of the threat actor. Affected economic damage can be manifested in the form of financial 

damage, human losses, and social/structural changes. The potential impact of the threat should be 

measured by taking these factors into account, and should represent the level of impact of the threat 

on operations and strategic interests. The effects of threats to the information security of the state 

can be large and uncertain. However, the evaluation of these quantities in practice is challenging 

[16]. It is therefore more expedient to use a relative loss criterion rather than an absolute loss 

caused by a threat, which, in essence, characterizes the threat created by the danger to certain 

national interests. The relative danger of the threat to the national interest is assessed by experts 

on verbal indications. To assess the relative hazards of threats, multi-criteria decision-making 

methods based on fuzzy logic can be used [17]. 

Review of related studies 

Multi-criteria decision-making methods 

At present, researchers have proposed a large number of multi-criteria decision-making 

(MCDM), such as AHP (Analytic Hierarchy Process) [18], ANP (Analytic Network Process) [19], 

TOPSIS (Technique for Order Preference by Similarity to Ideal Solution) [20], VIKOR 

(VIsekriterijumska Optimizacija i Kompromisno Resenje: multicriteria optimization and compromise 

solution) [21], DEMATEL (Decision-Making Trial and Evaluation Laboratory) [22], ELECTRE II 

(ELimination Et Choix Traduisant la REalité: ELimination and Choice Translating REality) [23], 

PROMETHEE II (Preference Ranking Organization METHod for Enrichment Evaluation). 
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AHP was developed by Thomas Saaty (18). Its main purpose is modeling a subjective 

decision-making process on a hierarchical system based on a number of attributes. ANP is a 

summarization of AHP [19]. Normally, many decision processes cannot be structured 

hierarchically. The top level elements of the hierarchy may have interactions and dependencies 

with the low level elements. AHP does not take into account such interdependence and 

contradictions. ANP developed by Saaty eliminates these shortcomings. 

TOPSIS, developed by Hwang C.L. and Yoon K. in 1981, is a classic approach to multi-

attribute and multi-criteria decision-making issues (MADM/MCDM) [20]. The alternate is chosen 

which is in the closest distance from an ideal positive solution and in the furthest distance from 

the negative ideal solution. 

VIKOR was developed for multi-criterion optimization of complex systems. It sets out 

compromise solutions out of alternatives for conflicting issues, which can help decision makers to 

reach a final decision. 

DEMATEL was developed by Gabus and Fontela in 1973 [22]. This method describes 

factors as mutual relationships between the criteria. Therefore, DEMATEL is a complete method 

for constructing a structural model involving associations of complex factors. This method has 

been successfully applied to many different situations, such as marketing strategies development, 

control systems development, solution of security issues, and group decision-making. 

The first outranking method was proposed by ELECTRE I Roy in 1968 [23]. Since then, its 

several editions have been developed (ELECTRE I, ELECTRE II, ELECTRE III, ELECTRE IV, 

ELECTRE IS, and ELECTRE TRI). ELECTRE II is used for ranking. ELECTRE III is an 

improvement of ELECTRE II, which takes into account the inaccuracies or uncertainties of data. 

PROMETHEE is a ranking method developed by Brans and Vincke in the mid-1980s. Building 

its mathematical model is relatively easy for decision makers [24]. PROMETHEE is an improved 

version of ELECTRE and differs from it in the stage of peer comparison and it is easier in use. 

Traditional MCDM methods are not capable to represent the ambiguities of the human 

judgments yet. The theory of fuzzy sets proposed by Zadeh in 1965 is widely used to model such 

uncertainties [25]. It also effectively overcomes uncertainties of information in multi-criterion 

decision-making. Evaluation of alternatives on criteria and importance weight of criteria are 

expressed in linguistic values [26]. The application of fuzzy approach has employed some 

solutions for fuzzy MCDM issues such as fuzzy AHP, fuzzy TOPSIS [27], and fuzzy VIKOR [28]. 

However, there is no best solution for general fuzzy MCDM. Fuzzy ranking methods have some 

disadvantages [28]: 1) lack of sensitivity when comparing similar fuzzy numbers; 2) in some cases, 

results opposing to intuition; 3) complexity of calculations. For this reason, researchers have 

recently attempted to combine different methods to select the best alternative [29-32]. 

In recent years, researchers have focused on applying multi-criteria decision-making 

methods in the field of information security. For example, multi-criteria decision-making methods 

are introduced for the threats assessment in uncertainty environment [31], information security 

risks assessment [32] and taking measures against them [33], and decision-making on information 

security risk assessment [34], and assessment of information security policy of e-government [35] 

and so forth. 

Rank aggregation methods 

There are different approaches to selecting the Aggregation function to combine different 

individual ranges in a group consensus, which is explores in [36-38] in details. 

The combination of several ranking results in the consensus ranking is known as a rank 

aggregation [39]. Most aggregation approaches implement major voting to generate the ultimate 

ranking without being detected. For example, the simplest approach may calculate the median of 

individual ranks. Borda Counts method [40] lists the subjects based on their position and calculates 

the number of points scored by subjects for each voter. There are two methods of rank aggregation: 
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supervised and unsupervised. Most non-supervised rank aggregation methods count all the lower 

subjects in the list for the subject. Median Rank Aggregation [40] lists the subjects based on their 

ranking medians in all ranking lists. One of the fundamental shortcomings of these methods is that 

they have to process all their ranking in the same way. However, different systems have different 

accuracy and should be handled differently. Typically, supervised rank aggregation determines the 

weight of each ranking list by studying the aggregation function using the marked data [41]. 

Supervised aggregation performs high accuracy; however marked data is not always available in 

practice. [42] offers a model for studying the weights of the unsupervised ranking lists by 

optimizing the weighted Borda Count. 

The method for the determination of criteria weight based on a distance 

Traditional methods of determining the weights of criteria include expert methods, Delphi, 

AHP, variation coefficient method, and entropy methods [36]. The first three approaches includes 

subjective effects of decision makers. However, the last two approaches determines the weights 

without the direct participation of experts. Compared to the three previous methods, their main 

advantage is to eliminate the subjectivity of experts in the determination of the criteria. It is very 

useful when these experts do not agree on the weight values. 

Entropy-based method for criteria weight determination. The process of calculating the 

weight of criteria based on entropy consists of the following steps: 

a) calculation of entropy for the j-th criterion. Entropy value for each criterion Cj is 

calculated as follows: 

𝐸𝑗 = −𝑘 ∑ 𝑥𝑖𝑗𝑙𝑜𝑔 (𝑥𝑖𝑗)
𝑛

𝑖=1
 (2) 

where k is constant and is defined by relation 𝑘 = 1/log (𝑚) , m - the number of criteria. 

b) Dispersion size for each criterion Cj. Dispersion size of the j-th criterion in entropy 

method is defined as follows: 

𝜑𝑗 = 1 − 𝐸𝑗  (3) 

 c) Determination of the criterion weights. Weight for each criterion Cj is calculated as 

follows: 

𝑤𝑗
𝐶 =

𝜑𝑗

∑ 𝜑𝑗
𝑚
𝑗=1

 (4) 

 The method of determining the criterion weights based on a distance. Weight determination 

method based on a distance works as follows: 

a) Determination of optimistic/pessimistic values for the j-th criteria. Optimistic and 

pessimistic values for each criterion Cj are defined as follows: 

optimistic values:  𝑈+ = (𝑈1
+, 𝑈2

+, … , 𝑈𝑚
+ ) (5) 

pessimistic values:  𝑈− = (𝑈1
−, 𝑈2

−, … , 𝑈𝑚
−) (6) 

 Here 

𝑈𝑗
+ = {

max
1≤𝑖≤𝑛

{𝑥𝑖𝑗}, 𝑗 ∈ 𝐽1,

min
1≤𝑖≤𝑛

{𝑥𝑖𝑗}, 𝑗 ∈ 𝐽2.
 (7) 

𝑈𝑗
− = {

min
1≤𝑖≤𝑛

{𝑥𝑖𝑗}, 𝑗 ∈ 𝐽1,

max
1≤𝑖≤𝑛

{𝑥𝑖𝑗}, 𝑗 ∈ 𝐽2.
 

(8) 

where 𝐽1 describes the positives criteria (e.g. revenue), 𝐽2 - negative criteria (e.g. expense). 

b) Calculation of the distances between criterion values and optimistic/pessimistic values. 
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The distance between the values (j = 1, 2, ..., m) of the j-th criterion and the optimistic/pessimistic 

criterion values is calculated as follows: 

𝑑𝑗
− = √∑ (𝑥𝑖𝑗 − 𝑈𝑗

−)
2𝑛

𝑖=1
 (10) 

 c) The size of dispersion for each criterion Cj is defined as follows: 

𝜉𝑗 =
𝑑𝑗

+

𝑑𝑗
+ + 𝑑𝑗

− (11) 

 d) Calculation of the criteria weights. Based on the dispersion size, the weight of each 

criterion Cj is determined: 

𝑤𝑗
𝐶 =

𝜉𝑗

∑ 𝜉𝑗
𝑚
𝑗=1

 
(12) 

Once the criteria weights are determined, the decision value of the i–th alternative can be 

calculated in the following additive form: 

𝑧𝑖 = ∑ 𝑤𝑗
𝐶𝑥𝑖𝑗 ,   𝑖 = 1,2, … , 𝑛

𝑚

𝑗=1
 (13) 

 Optimization method for consensus ranking 

Each expert can get the final ranks of alternatives based on the values he/she gave performing 

the standard MCDM process. The question is the aggregation of these individual ranks in group 

consensus ranks [43]. 

The issue of weighted consensus ranking can be summarized as follows. 

Assume that 𝑟𝑖 = (𝑟𝑖1, 𝑟𝑖2, … , 𝑟𝑖𝑛) is the ranks vector assigned to the threats by the i-th expert 

(i = 1, ..., p), where rij is the rank assigned to the j-th threat by the i-th expert (j = 1 , ..., n). The 

question is to find 𝑟∗ weighted consensus rank of the threats by assigning the individual weight 𝑤𝑖 

to each expert. The goal is to minimize the weighted distances between 𝑟∗ and all 𝑟𝑖. If 𝑤 =

(𝑤1, 𝑤2, … , 𝑤𝑝) is the vector of the weights assigned to the experts, then the issue of weighted 

consensus rabking can be expressed as the following optimization problem: 

𝑎𝑟𝑔𝑚𝑖𝑛𝒘,𝒓∗(1 − 𝜆) ∑ 𝑤𝑖‖𝑟∗ − 𝑟𝑖‖
2 + 𝜆‖𝑤‖2𝑝

𝑖=1 , (14) 

Conditions: ∑ 𝑤𝑖 = 1,   𝑤𝑖 ≥ 0, ∀𝑖𝑝
𝑖=1  

  

where 0 ≤ λ ≤ 1 is the regularization parameter, which regulates the balance between the 

weighted distance minimization and the smoothness of the weights. For simplicity, the Euclidean 

distance is used to measure the inconsistency between the consensus ranking 𝑟∗ and the individual 

expert ranking 𝑟𝑖. Therefore, 𝑤𝑖‖𝑟∗ − 𝑟𝑖‖
2 measures the weighted distance between the rank vector 

of the i-th expert and 𝑟∗ , and the first term in formula (14) is used to minimize this distance for 

each expert. The second sum and in formula (14) is the regulation term ensuring the smoothness 

of the weights. 

This issue is a matter of optimizing the quadratic function with linear constraints and in [44] 

the following algorithm is proposed for its fast solution. 

𝑤𝑖 =
1

𝑝
  start values are given and the following two steps are repeated to solve the 

optimization issue: 

Step 1: The optimal solution for 𝑟∗ is found by fixing 𝑤. Optimal solution is a weighted 

median: 

𝑟∗ = ∑ 𝑤𝑖𝑟𝑖
𝑝
𝑖=1 . (15) 

 Step 2: The optimal solution for 𝑤  is found by fixing𝑟∗. Assume that 
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𝑑 = ‖𝑟∗ − 𝑟1‖2, ‖𝑟∗ − 𝑟2‖2, … ‖𝑟∗ − 𝑟𝑘‖2 ∈ ℝ𝑝. 

Taking into account that, 

(1 − 𝜆) ∑ 𝑤𝑖‖𝑟∗ − 𝑟𝑖‖
2 + 𝜆‖𝑤‖2

𝑝

𝑖=1

= (1 − 𝜆)𝑑𝑇𝑤 +

+𝜆𝑤𝑇𝑤 = 𝜆 ‖𝑤 −
𝜆 − 1

2𝜆
𝑑‖

2

−
(𝜆 − 1)2

4𝜆
‖𝑑‖2

 

Then the optimization issue for 𝑟∗ with the fixation will be as follows: 

𝑎𝑟𝑔𝑚𝑖𝑛𝒘 ‖𝑤 −
𝜆−1

2𝜆
𝑑‖

2

, (16) 

Conditions: ∑ 𝑤𝑖 = 1,   𝑤𝑖 ≥ 0, ∀𝑖𝑝
𝑖=1 . 

This is a matter of optimizing the quadratic function of the variable p with linear constraints 

(the number of variables equals to the number of experts). This problem can be solved by simply 

projecting the vector 
𝜆−1

2𝜆
𝑑 to the simplex (𝑝 − 1), and [45] can be addressed for an effective 

projection algorithm. 

Steps 1 and 2 are iteratively updates while 𝑤 and 𝑟∗ are gathered. Then the weighted 

consensus ranking is obtained by progressively adjusting  𝑟∗. 

Gathering: For simplicity the formula (14) is denoted as D, and starting values of 𝑤 və 𝑟∗- 

as 𝑤𝟎 and 𝑟0
∗. Starting with the initial values, two-step procedure is repeated: 𝑟𝑖

∗ =
𝑎𝑟𝑔𝑚𝑖𝑛 𝐷(𝑤𝑖−1, 𝑟𝑖−1

∗ ) and 𝑤𝑖 = 𝑎𝑟𝑔𝑚𝑖𝑛 𝐷(𝑤𝑖−1, 𝑟𝑖
∗), where i is used to denote the iteration. 

Hence, 𝐷(𝑤𝑖, 𝑟𝑖
∗) ≤ 𝐷(𝑤𝑖−1, 𝑟𝑖

∗) ≤ 𝐷(𝑤𝑖−1, 𝑟𝑖−1
∗ ). Consequently, D is significantly diminished in 

each iteration and always remains positive. Thus, gathering can be achieved for this procedure 

most of the time. 

A numerical example is provided in the following section to verify the proposed 

methodology. 

Experimental analysis 

This section presents an illustrative numerical example to describe the implementation process of 

the proposed consensus ranking method. Assume that the following five threats have been made: 

 A1 - cyber-espionage; 

 A2 - cyber-terrorism; 

 A3 - Cyber-crime; 

 A4 - cyber attacks to critical infrastructure; 

 A5 - cyber attacks to personal data. 

Assume that three experts evaluate these threats in relation to the following criteria: 

 C1 - degree of violation of e-government services; 

 C2 - degree of damage to intellectual property; 

 C3 - degree of hazard to individual data. 

Table 1 presents the normalized evaluation matrices based on the estimates given by each expert 

for these three criteria and five threats. Note that all three criteria from the viewed evaluation 

context are positive. 

Table 1 

Numerical example for multi-criteria decision-making 

Threats  
DM1 DM2 DM3 

C1 C2 C3 C1 C2 C3 C1 C2 C3 

A1 0,43 0,43 0,14 0,23 0,38 0,39 0,20 0,50 0,30 

A2 0,17 0,33 0,50 0,17 0,42 0,41 0,50 0,25 0,25 

A3 0,29 0,14 0,57 0,23 0,38 0,39 0,27 0,27 0,46 
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A4 0,33 0,25 0,42 0,40 0,30 0,30 0,62 0,13 0,25 

A5 0,45 0,36 0,18 0,25 0,33 0,42 0,10 0,40 0,50 
 

Table 2 illustrates the results of determination of the weights of criteria through different 

methods based on the estimates given by each expert. 

Table 2 

Criteria weights determined by different approaches 

Expert  Criteria  
Entropy-based method   Distance-based method 

𝜑𝑗 𝑤𝑗
𝐶 𝜉𝑗 𝑤𝑗

𝐶 

DM1 

C1 -0,4197 0,3548 0,2437 0,4238 

C2 -0,4110 0,3474 0,1555 0,2704 

C3 -0,3524 0,2978 0,1758 0,3058 

DM2 

C1 -0,4268 0,3174 0,2437 0,5804 

C2 -0,4587 0,3112 0,1198 0,2853 

C3 -0,4590 0,3414 0,0564 0,1343 

DM3 

C1 0,3742 0,3618 0,2679 0,4739 

C2 0,3394 0,3282 0,1765 0,3122 

C3 0,3204 0,3101 0,1209 0,2139 

By using the criteria weights given in Table 2, threats assessment can be obtained by using 

the formula (13). The results are presented in Table 3. 

Table 3  

Decision values obtained in standard MCDM process 

Weight method Expert A1 A2 A3 A4 A5 

Entropy-based method 

DM1(z1) 0,3436 0,3239 0,3213 0,3290 0,3383 

DM2(z2) 0,3244 0,3246 0,3244 0,3227 0,3254 

DM3(z3) 0,3295 0,3405 0,3289 0,3445 0,3225 

Distance-based method 

DM1(z1) 0,3413 0,3142 0,3351 0,3359 0,3431 

DM2(z2) 0,2943 0,2736 0,2943 0,3580 0,2957 

DM3(z3) 0,3151 0,3685 0,3106 0,3879 0,2792 
  

As it is seen from Table 3, various experts may obtain different values for specific threats 

depending on the criteria weight determining method. Additionally, evaluation results may differ, 

even when using different techniques for finding the same expert weights. There are two types of 

aggregation at different levels: aggregation of decisions made by different experts and aggregation 

of decision results obtained by the same expert but through different weight determination method. 

The scenario aggregation can easily be got on Table 4 by modifying the description in Table 3. 

Table 4 

Assessment results through different weight determination methods 

Decision maker Weight method A1 A2 A3 A4 A5 

DM1 Entropy-based method 0,3436 0,3239 0,3213 0,3290 0,3383 

Distance-based method 0,3413 0,3142 0,3351 0,3359 0,3431 

DM2 Entropy-based method 0,3244 0,3246 0,3244 0,3227 0,3254 

Distance-based method 0,2943 0,2736 0,2943 0,3580 0,2957 

DM3 Entropy-based method 0,3295 0,3405 0,3289 0,3445 0,3225 

Distance-based method 0,3151 0,3685 0,3106 0,3879 0,2792 

Table 5 summarizes the results of different weight determination methods by each expert. 

Table 5 

Aggregation of the results of various weight determination methods 
 A1 A2 A3 A4 A5 

DM1 0,3459 0,3107 0,3290 0,3336 0,3464 



Problems of information technology, 2018, №2, 30–40 

 

38                                                                  www.jpit.az 

DM2 0,3149 0,3086 0,3149 0,3391 0,3102 

DM3 0,3314 0,3486 0,3178 0,3535 0,3068 

The next question is to combine the aggregation results by three different experts in the final 

decision. The main point here is to identify the experts’ weights. The final decision, calculated 

using the experts’ weights found with formula (28), is shown in Table 6. 

Table 6 

Final ranking obtained by the aggregation of experts’ estimates 

Final decision A1 A2 A3 A4 A5 

Aggregated decision value  0,3307 0,3226 0,3206 0,3421 0,3211 

Rank 2 3 5 1 4 
 

Table 6 shows that the threat A4 (cyber attacks to critical infrastructure) holds the highest rank, 

followed by the threats A1 (cyber-espionage), A1 (cyber-terrorism), A5 (cyber-attacks to personal 

data) and A3 (cyber-crime). Thus, A4 is the most dangerous threat out of five threats assessed by 

three experts on three different criteria. 

Conclusion  

The list of threats to the e-government's information security is expanding, and their 

priorities are also changing in terms of state's response to optimally minimize the potential impacts 

of these threats. Now the threats in political, foreign and military spheres are becoming even more 

urgent, while in early 2000s, the threats were, first and foremost, of economic character. Threat 

ranking is a critical process for information security. It enables the identification of prioritized 

threats within the resources allocated to provide information security. In this study, a model was 

proposed for minimizing the degree of inconsistency in the evaluation of the experts, who represent 

political and intellectual elite, when deciding on ranking the main threats to national information 

security. The lack of compromise in elita's views on information security in the country is a 

problem and, unfortunately, it has not been studied enough. The widespread method of revealing 

these views is a survey questionnaire. The further studies will be on the statistical analysis of expert 

survey data, including cluster analysis and correlation analysis, data summarization and 

interpretation of results. 
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